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5.0 Frequently asked questions

1.0 General

Observer | & Il is the PC software used for paperless recorder.

Observer | contains two components

ﬂ Config_Wiewer I Hist_“iewer

Observer Il contains three components

ﬂ Corfig_Wiewer I Hist_Viewer @ RealTime_Yiewer

CONFIG_VIEWER is for configuration of recorder from PC.
HIST_VIEWER is for monitoring historical trends in PC.
REAL TIME_VIEWER is for real time data logging in PC.
Observer 1 is supplied along with Recorder at free of cost.

Observer |l is supplied on additional charge for real time data logging applications
through PC.

1.1 System requirements

1.1.1 Hardware

PC with Minimum 200 MHz processor, 64 MB RAM
100 MB free space in the hard disk.
RS 232 serial port/ Network adopter RJ 45 female/ USB port and CF reader

1.1.2 Software

Operating system: Windows 98, Windows ME, Windows XP, Windows NT &
Windows 2000.

1.1.3 Observer software Installation

Run the setup exe available at CD supplied and follow on screen instructions.

At any point of time only one either Observer | or Observer Il will exist in any PC. If user
install new version of Observer software, old version will be deleted automatically during
installation of software.



ﬂ Corfig_Wiewer I Hist_Vieser @ RealTime_Yiewer

1.1.4 Observer software Uninstallation

This is to remove Observer software from PC.

Observer | or Observer Il may be uninstalled from PC any time from the following two
ways

Control panel- Add/remove programs-Observer |/Observer I

Start —Programs-Observer | / Observer Il / Uninstall

2.0 Configuration Viewer

ﬁ Config_Wiewer

This is used for configuration of recorder from PC.

Start-Programs-Observer | / Observer [I-Configuration

2.1 Tool bar

3 710 open new project

S 7o open existing project file

= To save the project file settings in PC

#  To delete the project file from PC

£ To select bank (CF card/ Ethernet / RS 232)
™ To select the channel (AI/AO/DI/DO/MATH)
To select display

&N To select tools (Timer/Counter/ Totalizer)
To select instrument details

= To select system information (Type of cards available at slots, system version info)
&) Clock summer settings

(AN

To set password



Receive configuration (CF reader/RS 232/Ethernet)

Send configuration (CF card/RS 232/Ethernet)

2.2 Opening of project

If Observer software has been already configured in the PC, you can select *.prj file to
open the project.

Open E
Loak ir: ||.f,‘ Historical j =5 Ef-

=3 Test1
Teskl,pri

File name: |
Files of type: |F'r|:|ie|:t files” prj) j Cancel |

For the first time configuration you can cancel the above window and select new project

a}

Enter the name of the project.

Create a new project...

Enter the new name: |Eh:|ilerh

& 0K X Cancel |

2.3 Bank

£ Bank
This is used to select physical connection between recorder and PC

Three options are available

1. CF card
2. Ethernet
3. RS 232

Set communication Time out in the following screen if required. Maximum possible time
entry is 60 sec. For long distance communication, it is suggested to adjust Time out
value to avoid communication errors during configuration.



DisplayfChange configuration data from:C:\0bserver |N\HistoricalA\FDATest. prj

b el X g2ty [ ME - O 8 ? Close
Bank

Flease select and configure ane bank below as you need.

Timeout; B0 5| Sec

" CF Card:

fe Ethernet: 192.168.0.250

e @ v

" R5Z32:

32 MB CF card shall be supplied along with the recorder. Standard Ethernet port (RJ 45
female) shall be available at the recorder. RS 232/ RS485 shall be supplied as additional
options.

It is possible to use Observer software for data logging from multiple recorders
connected on network (Ethernet/RS 485).

Total number of devices that can be connected depends on the hardware interface
selected for the application. For example, 255 devices can be connected on Ethernet.
247 devices can be configured on RS 485.

Maximum 1024 tags can be configured at Observer software for data logging, archiving
and analysis. It includes physical inputs connected to recorder through cards Al, Math,
DI, DO, Counter and Totalizer.

2.3.1 Ethernet configuration




1.

Make sure that network adopter in PC is properly configured. IP address, Subnet
mask and Gateway should be configured at the PC for using Observer II
program. Please contact System administrator to set Unique IP address for the
PC.

Install Observer Il application software in PC. The software may be installed from
setup available in the CD supplied as per the order.

Ethernet configuration at Recorder

Please refer section 4.4 of recorder user manual for details of entering IP
address, subnet mask and gateway address manually at the recorder. Gateway
refers to a device on a network that sends local area traffic to other networks.
Subnet mask numbers help to define the relationship between host and rest of
the network.

For every LAN, the Network administrator shall define Subnet mask and
Gateway. Obtain subnet mask and gateway address for the LAN at the place
where recorder to be connected. Enter these details at the Recorder manually
using front buttons.

By default, subnet mask address: 255.255.255.0,By default, Gate way: 0.0.0.0

Allocate the Unique IP address to recorder and enter IP address at the recorder
manually. Contact System administrator for obtaining free IP address available at
user LAN. Naming duplicate IP address may disable the communication between
recorder and PC/LAN HUB.

Local area network uses UTP cable for Ethernet connectivity. Maximum UTP
cable distance between recorder and LAN/HUB/PC should be less than 100
Meters. If the distance is more than 100 Meters, additional LAN
accessories/equipments may be required for increasing signal strength. Please
contact network administrator for more information on extending LAN.

Two different types of cables shall be used for connecting recorder on Ethernet
as follows.

For connecting recorder to LAN HUB, then standard straight-through Ethernet
cable should be used. For connecting recorder to PC/Notebook directly, then
crossover Ethernet cable should be used.

PC STRAIGHT-THRU HUB PC CROSSOVER PC
TH+1 L 11 Roi+ TX+1 I—\ 1 TH+
TX- 21 12 - TX- 2 2 TX-
R+ 3 6 13 T+ RFIT——————— 3 R+

4 I 4 4

5[ 1 5 51 1 5
- f I § TX- RX- 6 6 RX-
T 17 TE — 17

§ I—— 5 I §

Connect proper UTP Ethernet cable as per the requirements and observe the
communication status between Recorder and PC/LAN HUB at the LED’s
dedicated for the purpose near female RJ 45 connectors.



Recorder side

Link (Green LED)

Green lit: Cable connected between recorder and PC/LAN HUB
Green Off: No Link between recorder and PC/LAN HUB

Tx/Rx

Orange Lit continuous: No cable connection

Orange slow blink: Communication established between recorder & PC/LAN
HUB

If the communication between recorder and PC/LAN HUB is successful, then
start Observer Il in the PC as follows

Start-Programs-Observer || — Configuration

For the first time, Under Historical folder .pr;j file shall not be available.

Open new file E

Enter new name for the project, Ex: Boiler

Create a new project...

Enter the new name: ||

& 0K X Cancel |

Select Ethernet in the Bank by using radial button

Display/Change configuration data from:C:\0bserver [I\Historical\FDATest. prj

hedX SNEBHE-O8 ? Close
Eank.

Flease select and configure one bank below as you need.

Timeout; B0 | 5] Sec

" CF Card:

v Ethernet: 192.168.0.250

e v @

O REZ32:

Open for Ethernet connection E



Enter the IP address of the Recorder

]

IP Address

IP Address: [198.162.0.111

& 0K X Cancel |

System will ask “Do you want to receive configuration data now? (Y/N)”
Click on “Yes” to upload recorder configurations to PC.
If Upload is successful, it shows message as “Configuration successful” and all

the configuration settings of VR now available at PC. The information includes all
channel details of Input/Output cards as per Jumper/switch settings.

Information

Configuration data was received successfully!

If Upload is unsuccessful, it shown message as “No response from Recorder,
connection fails”.

Mo response From recorder. Connection Fails!

If this is the case, please check the Ethernet cable connections at both recorder
and PC/LAN HUB side. Also make sure that green communication LED available
for proper firm connection at RJ 45 connector.

If still communication is not established between Recorder & PC, then once
again check Subnet mask and gateway address at recorder & PC. Contact
Network/ System administrator for proper Ethernet configuration of Recorder &
PC. Please note that VR should have unique IP address in the network and PC
being used for Observer Il shall have separated Unique IP address in the
network.



2.3.2 RS 232 configuration

1. Make sure that RS 232 port is available at recorder. Normally it will be D9 male.

2. Also make sure that RS 232 port available at PC where Observer software is
installed.

3. Please refer recorder user manual, section 2.5 for RS 232/RS 485/ RS 422
wiring connection details.

4. Set RS 232 communication settings at the recorder manually

Please refer section 4.4 of recorder user manual and selection RS 232 at PC
transfer. Set RS 232 communication details manually at the recorder. Please
note that press Back Key to save the changes at the recorder. Switch off the
recorder power supply, then switch on once again and make sure that RS 232
communication details are properly saved in the recorder.

5. Connect RS 232 cable between recorder and PC.
6. Select RS 232 in the bank as below through radial button ©
Click on E for RS 232 communication settings.

hedX SBNENE-08 7 Close
Eank

Flease select and configure one bank below as you need.

Timeout: B0 3| Sec

" CF Card: =l
" Ethernet: g
& REZE: E

8. Set communication parameters for RS 232 communication at PC.



X

R5232

Mode address: |1 ¢|

R5232

COM Port: [COM1

L]

L]

Baud Rate: 38400

Parity: |Maone ~|
Data Bits: |8 |
Stop Bits: |1 ~|

Drefault |

x Cancel |

9. Click on OK after setting all above details. By default Node address is 1. If any
change is there for the node address, then it should be set at recorder manually
then enter the same node address in the above configuration.

Confirmation

Do wou wank to receive configuration data now?dy k)

Yes Mo

10. Click on “Yes” to upload recorder configurations to PC.

11. If Upload is successful, it shows message as “Configuration successful” and all
the configuration settings of recorder now available at PC. The information
includes all channel details of Input/Output cards as per Jumper/switch settings.

Infarmation

Configuration daka was received successfully!

If Upload is not success, it shown message as “No response from Recorder,
connection fails”.



Mo response from recorder, Connection Fails!

If this is the case, please check the RS 232 cable connections at both recorder
and PC.

If still communication is not established between Recorder & PC, then once
again check Node address at the recorder. If more than one recorder is
connected in RS 485/ RS 422 network, make sure that all the devices have
unique address. Check the communication settings at the individual recorders
manually.

If SNA 10 A/B is being used for converting RS 485/ RS 422 to RS 232, then
make sure that Dip switches are correctly set for the communication details.

If RS 485/ RS 422 has been used for connecting recorders, then make sure that
last node is less than 1000 meters from the PC. Also make sure that STP cable
is being used for RS 485 connections.

In some computers, COM 1 and COM 2 have been used for other devices. So it
is required to carefully check whether RS 232 cable is connected to proper
communication port at PC or not.

Check COM port settings for the PC.

My computer-Properties-Hardware-Device Manager — Ports — COM 1 -
Properties



Communications Port (COM1) Properties

y Communications Paort [COM1)
I‘{T‘I

Device type: Farts [COM & LPT)
M arufacturer: [Standard part thpes]
Location; an IntellR] 82801EE LPC Interface Contraller -

Device status

iThis device iz waorking properhy.

[

[If you are having prablems with this device, click Traubleshaot to
| start the troubleshooter,

[ Troubleshoot. .. ]

Device uzage:;

| |1z& this device [enable] 1"‘j|

[ Ok ][ Carcel ]

Devise usage: It should be enabled
Device status: The device is working properly.

If above conditions are not met, then RS 232 port is having problem at PC.
Contact system administrator for replacing the port or updating driver properly.

If still communication is not established, user can try setting up Observer
software in another PC where COM port is healthy.



Communications Port (COM1) Properties

__General_- Fart Settings | Driver | Distails _T_Hesuurcesj
Bits per second: EIE;I:II:I v
[rata bitz: iB ;
Parity: | Mone v
Stop bits: '-1 _vl
Flaws contral; _"Ncune v
[ Advanced... ] [ Restore Defaulkz
[ k. ] I Cancel J

Make sure that RS 232 communication setting at the recorder and PC is equal.

2.3.3 CF card configuration

1.

2.

32 MB CF card shall be supplied along with the recorder.
Save recorder configurations from recorder to CF card at Recorder.

Configuration — Save.
This step will make sure that all 10 cards information as per jumper and Dip
switch selection will be saved in to the CF card.

Use CF reader to read recorder configuration on CF card in Observer software.
Normally CF readers are available for use at USB port.

Please note that all standard CF readers from major vendors will be detected
automatically as mass storage devices by the Win XP operating system. If you
are using any other operating system like Windows 98, windows ME, Windows
NT and Windows 2000, then mass storage device may not be detected and you
have to install the driver for the CF reader. Driver CD shall be shipped along with
Observer software for configuration of CF card at PC. Please note that, you need
to configure CF card driver only if operating system not detecting mass storage
device.

Once the PC detects CF reader along with CF card, and then it should appear as
removable drive at my computer.

Start Observer program, Ex: Start-Programs-Observer 1 — Configuration



Open new file E

Enter new name for the project, Ex: Boiler

X

Create a new project...

Enter the new name: ||

& 0K X Cancel |

6. Select CF card using radial button

DisplayfChange configuration data from:C:V0bserver IINHistorical\FDATest. prj

O eEeHX SNFNHE:O 8 ? Close
Eank,

Please select and configure ane bank below as you need.

Timeout: - Sec

& CF Card: =
" Ethernet: g
" RE232: g

7. Click E to set CF path to receive the configuration data available in CF card.

Browse for Folder

Select Folder

= @ Desktop

D My Documents

= iy My Computer
ﬁ, 314 Floppy (A1)
g Local Disk (C:)
I:f_) Ohserver IT (01
g Local Disk (E:)
g Local Disk (F:)
2= JRemovable Disk (5]
[} Control Panel
[ Shared Documents

L) user's Documents
. M Mahwnrk Plarac

>

|54

(04 l [ Cancel




8. Click Yes to receive the configuration data from CF card to PC.

Confirmation

Do wou wank to receive configuration data now?dy k)

Yes Mo

9. If Upload is successful, it shows message as “Configuration successful” and all
the configuration settings of recorder now available at PC. The information
includes all channel details of Input/Output cards as per Jumper/switch settings.

Infarmation

Configuration daka was received successfully!

10. If Upload is not success, it shown error message as “Configuration file does not
exist”.
This message indicates that configuration information is not available in the CF
card. Check correct path of CF card is selected.

If still problem exists, check the files available in the CF card at PC. At least 2
files by name IO and RECORDER should be available. If the files are not
available, then recorder configuration data is not properly saved in the CF card.
Repeat from Step 2.

Configuration file does not exist!




2.4 Channel

% Channel
This is used to configure all Inputs/Outputs connected to recorder

Analog inputs (Al) /Analog outputs (AO) /Digital Inputs (DI) /Digital outputs (DO)

2.4.1 Analog input channel configuration

DisplayfChange configuration data from:C:\0Observer, [I\Historical\Boiler. prj

hed X SBNWERE-Q8 £« ? Close

W | bath | A Channel

Al

Froperty

Mame: |Temp
Log tethod: |Instant - Speed: |1 5 j

Sensor: Thermocouple K Type Unit: *C Range: |-2EID.D~13?D.D j

Oiffget; (0.0 Gain; |1.000

Event
Mo Type Setpaint Job1 Job2 Hysteresis
1 |No -] oo Log Alarm INo Action of -
2 [Mo ~[|jp0 Log Alarm [No Action E
3 [No x| fpo Log Alarm INa Action of  ~
4 [No x| |po Log Alarm INa Action of  ~
Charinel

Maximum of 18 analogs can be connected to each recorder.
Different types of analog input cards are available 1/2/3.

Once the configuration is uploaded from recorder to PC, Observer software
automatically detects 10 cards connected along with its channels.

2.4.1.1 Property

Name: This is name of the tag. Ex: TP101. Maximum of 6 characters are allowed.



Log Method: Five options available namely Disable, Instant, Average, Minimum &
Maximum

Instant -

Dizahle

Channel scan rate for recorder is 200 msec i.e., 5 samples in a second.
Log speed at Observer is 1 sec. minimum. The limitation of 200 msec. log speed is at
recorder hardware.

Speed: This is data log speed for data storage. Seven options are available for user
selection.

15 M

105
305
B0 =
120 5

For ex: If 1 sec is selected for speed, then

Instant: Last data of 5 samples collected in a second.
Average: Average value of 5 samples collected in a second.
Minimum: Minimum value of 5 samples collected in a second.
Maximum: Maximum value of 5 samples collected in a second.

Sensor. Set the jumpers and dip switches at Analog input card as per the requirements.
Then Observer software automatically detects the sensor type and displays in the
configuration.

Offset. The value of off set required in the display against the data logged.

Some times, user wants to correct the value showing at display because of drop in the
cable or error in calibration.

Gain: This is multiplication factor applied to the data logged for showing in display. It can
be used along with off set to show correct display.

Display value = (Process value + offset) X gain.

Range: It is the range of the specific channel, analog input ex: 0-100 °c.

2.4.1.2 Events

Events are used for alarm purpose. Event can also be used for digital out put, timer,
Totalizer, counter and log reports.

Four different events can be configured for every analog input channel.

Type: Six different types of events can be selected for every event. There are High, Low,
High High, Low Low, Rate of Increase and rate of decrease.



No: Disable event, select disable if event is not required for the channel at this time

H: High set point, when process value is high than this set point, event/job will be
generated.

L: Low set point, when process value is high than this set point, event/job will be
generated.

HH: High High set point, to set up another limit higher than high limit for generating
event.

LL: Low low set point, to set up another limit lower than low limit for generating event.

R: Increasing rate of analog input engineering value, when channel input is changing the
value greater than this set point, event can be generated. Ex: 100_1 s, if the process
value is increasing more than 100 in 1 sec, then event will be generated.

Y: Rate of decrease, when channel input is changing the value less than this set point,
event can be generated. Ex: 100_1 s, if the process value is decreasing more than 100
in 1 sec, then event will be generated.

For ex: water tank have tank level signal to monitor its filling level with range 0-5000
liters.

Alarms/Events are required at different set points as follows

H = 4600, HH = 4800, L = 1000, LL =500

For a specific channel, when the process value is changed, Events are generated as per
the above set points.

When event occurs, the task to be performed is called job. Two jobs can be defined for
every event for a specific channel.

Acknowledgement is not required for an event where as alarms needs to be
acknowledged.

Set job x]

Jaob item: Target:

| [~

W OF X Cancel |

Log Alarm

The following events are available for user configuration against each channel.

No Action, Job is not defined.

Log Alarm, to record alarm when process value crossed set point defined at the event.

5); 5vent type = H, Set point = 4800, Job 1 = Log alarm, Job 2 = No action, Hysteresis =
5%

Note: This needs acknowledgement from the user.

Log Alarm (Auto Ack.), to record alarm when process value crossed set point defined
at the event.



Ex: Event type = H, Set point = 4800, Job 1 = Log alarm, Job 2 = No action, Hysteresis =
0.5%
Note: This alarm will be acknowledged automatically after it occurs.

Log Event, to record event when process value crossed set point defined at the event.
Ex: Event type = H, Set point = 4600, Job 1 = Log event, Job 2 = No action, Hysteresis =

0.5%
Note: No need to acknowledge this event.

Start Logging, to start the data logging when process value crossed set point defined at
event

Stop Logging, to stop the data logging when process value crossed set point defined at
event

Sound Buzzer, sound the buzzer.

DO Latch on, set digital out put / relay on when process value crossed set point defined
at event. Select target digital out put.

Ex: When process value increases beyond set point defined, then switch on (latch)
digital out put 1 (DO 1), relay may be used to start water pump to fill water tank.

Event type = L, Set point: 1000, Job 1 = DO Latch on, Target = DO 1, Job 2 = No action,
Hysteresis = 0.5 %

DO Latch off, set digital out put / relay off when process value crossed set point defined
at event. Select target digital out put.

Ex: When process value decreases beyond set point defined, then switch off digital out
put 1 (DO 1), relay may be used to stop water pump to fill water tank.

Event type = H, Set point: 4600, Job 1 = DO Latch off, Target = DO 1, Job 2 = No action,
Hysteresis = 0.5 %

DO Process, select the digital out put. The relay will not be latched. Relay will change
the state as per the set point defined at the event.

Enable Timer, start the timer and then select target timer from Timer 1 to Timer 6.
Disable Timer, stop the timer and then select target timer from Timer 1 to Timer 6.

Preset Totalizer, start the Totalizer with preset value and then select target from
totalizer1 to Totalizer 6

Reset Totalizer reset the Totalizer and then select target from Totalizer 1 to 6

Enable Totalizer, start the Totalizer and then select target from Totalizer 1 to Totalizer
6.

Disable Totalizer, stop the Totalizer and then select target from Totalizer 1 to Totalizer
6.

Present counter, start the counter with preset value and then select the target from
counter 1 to counter 6.

Reset counter reset the counter and then select the target from counter 1 to counter 6.



Increase counter, increase the counter and then select the target from counter 1 to 6.

Ex: When process value increases beyond set point, counter value will be incremented
by 1.

Decrease counter, decrease the counter and then select the target from counter 1 to
counter 6.

Ex: When process value decreases beyond set point, counter value will be decremented
by 1.

Log report, it generates report about counters and totalizers.

Hysteresis, this is to avoid frequent event trigger when process value is oscillating to
settle in final value. It can be set in between 0.1 % to 10 % of span at full scale defined
at range.

For example, the High value of water tank filling is set at 4600 liters. The range is 0-5000
liters. Hysteresis is set at 0.5 %, then it means, once water tank level reaches 4600 liters
it generates event. If water level oscillates in between 4600 +/- 25, event will not be
triggered once again

2.4.2 Analog output channel configuration

Display/Change configuration data from:C:\0bserver [\Historical\Test_ethernet.prj

hedX SNENEQ8 £e«-2 ? Close

A | o | man || Ao

A0

Type: Current

Cutput: |f1-2EImA j

Expression: |AI1 SERT

Range: {0.0 ~ [100.0

Maximum 3 channels are available in analog output card.



Type: It indicates type of output available from the card, ex: current, this will appear
automatically as per the card inserted in the slot.

Output, Enable, enable the channel, disable, disable channel

Expression: Mathematical expression can be defined with analog inputs, mathematical
results, counters. Ex: Square root of analog input 1, Al1 SQRT, Range,0-100

Edit math expression @

Input [411SQRT
Source: Operator:
7 B L] 0 Cir
Al A |3 A~
Al2 COs
Al3 ExP 4 5 6 . Back
hlath SORT
T LK
hlath3 LOG 1 2 3 - <~
hlathd ABS
E POy .
! * —3
hlathi ROLUND ’
hlath? HI
f‘-.-"lathB L[:l r.Y % EI'I[I
hlathd ¥ JPCT v ( )
o 0K X Cancel

Range, analog output range, ex: 0-100 for 4-20 ma output, I.e., Scale low value, 4 ma at
0 and Scale high value, 20 ma at 100.



2.4.3 Digital input channel configuration

Display/Change configuration data from:C:\0bserwver IINHistorical\Boiler. prj

b e X SN FEFNE::x QL £ +«-=3I 7 Close
: = Math| AQ |

O
t] 2] 3] 4] s| 8]
Mame: [D1
Event
Mo Type Jaob1 JobZ
1 Mo = |LngAIarm |N|:|A|:ti|:|n
2 Mo = |LngAIarm |N|:|A|:ti|:|n

Name, maximum six characters are allowed, this is the name of digital input tag.
Every digital input card has 6 channels.

For every digital input, two events can be configured, two jobs can be configured for
each event.

Ex: When DI1 change its state from Low to High, then generate alarm
Event type: H, Job 1 = Log alarm



2.4.4 Math channel configuration

Display/Change configuration data from:C:\0bserver II\Historical\Boiler. prj

Praperty:
Mame: (MATHT
Type: |Enahle - Lag Method: |Instant - | Speed: ]1 S LJ
Exprassion: |ﬂxI1SCJRT
Linit: Low: |-3276.8 High: 132?’5.?
Event
Mo Type Setpaint Jaob JobZ Hysteresis
1 ||No ~| [oo Log Alarm Mo Action of v
2 ]Nﬂj 1'15 ]Lng Alarm an Action of -
3 iNDj ]D.D |Lng Alarm 1N|:| Action of -
4 ]Nﬂj 1'15 ]Lng Alarm ]Nn Action of -

Totalizers and counters are special functions available in recorder for process analysis.
Please note that these math applications will be enabled in the recorder only if math
option is ordered at the Boot ROM.

Contact supplier for obtaining Math boot ROM if you are recorder user with out these
special functions. If you are new user, you can order this as additional option while
ordering recorder.

Maximum 18 tags are available for math applications. User can define expression as per
the requirements and use the result of application similar to any other analog input for
trends, analysis, archiving etc.

Name: Maximum 6 characters are allowed.

Desc: Description of the tag name in detail



Type: Enable/ disable
Enable, to enable specific math channel

Disable, to disable specific math channel

Log Method: Total five options available
Disable, Instant, Average, Minimum and Maximum
Disable, Data manipulation is not required
Instant: Data manipulation as per predefined Log speed.

Average: Average result of expression for the samples scanned during
predefined log speed.

Minimum: Minimum result of expression for the samples scanned during
predefined log speed.

Maximum: Maximum result of expression for the samples scanned during
predefined log speed.

Speed: This is data logging speed for storing the result of data arrive from mathematical
expression.

Expression: This is the mathematical expression applied on the source like process
value.

Standard mathematical operators are available for deriving expression.

Ex: Al1 SQRT

Once the expression is defined then the result of expression will be treated similar to the
process value obtained from analog input. The result of data arrived from mathematical
expression will be logged as per log speed set and data will be stored for further
archiving and analysis.

Unit. This is unit for the result of mathematical expression.

Low: scale low value for result of mathematical expression

High: Scale high value for result of mathematical expression.

Event: This is similar to the events explained for analog input.

2.4.4.1 Math Example

Task: QC = QR * (Sqrt of Va) * (Sqrt of Vb)

Where QC = Compensated flow of steam

QR = Raw flow of steam measured at the orifice, signal 4-20 ma at Al1
Va and Vb are Variables

Va=T1*(T2"Pa) * (Pa”T3), Where T1, T2, T3 are constants
Pa = Base pressure, 4-20 ma signal at Al2



Vb =T1*(T2"Pb) * (Pb " T3), Where T1, T2, T3 are constants
Pb = Volume of steam, 4-20 ma signal at Al3

Use Math1 for calculating Va, Math2 for calculating Vb and Math3 for calculating QC.
Then use Math1 and Math 2 for calculating Math 3.

T1=1,T2=2and T3 =3.

Va = MATH1 = 1*(2°A12)*(AI243)
Vb = MATH2 = 1*(2*AI3)*(AI343)

MATH3 = AI1*(SQRT MATH1)*(SQRT MATH2)
If required, MATH3 can be taken as 4-20 ma signal by using analog output. This MATH3
is now same as any other analog input channel for trending, storing of data, archiving

and analysis

2.4.4.2 Scaling of Math channel

Assume Analog Inputl, All, Input = 4-20 mA
Scale Low (RL) = 0, Scale High (RH) = 100
User need to scale 0-100 in display of AIl and 4-20 in Mathl

Math channel
Scale low (SL) = 4, Scale high (SH) =20

Formula
(AIl- (RL)*(SH-SL)/(RH-RL))+SL

(AI1- (0)*(20-4)/(100-0))+4
(AI1*16)/100 + 4
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2.4.5 Digital Output

Display/Change configuration data from:C:\Communicator\HistoricalkTest. prj
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Normally Digital Output is configured while configuring events in the channel
configuration. In some special applications, digital outputs required to be switched ON
normally when Recorder is ON and switch OFF in case of an event. In such cases, you
may use above feature

By default, Reverse DO is disabled. In case Reverse DO is required, enable it. This
feature for Digital output can be accessed from DO at Tools Menu



2.5 Display

Display
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Display

Normally display is used for monitoring of process data in graphical representation like
trends, bar graphs etc.

Maximum 6 pages are available for monitoring of process data obtained by the recorder.
Six pens can be configured in each page, the pens include analog input (Maximum 18
channels only) and result of data obtained from mathematical expressions (Maximum 18
channels only).
Mode: Five options are available

Disable, Mix, Trend, Bar and Digital

Disable: Display is not required for this page at this point of time

Mix: Data display is required in all type of graphical representations in the same
page, these includes Trend, Bar and Digital.



Trend: Configured pens data display as Trends only
Bar: Configured pens data display as Bar graph only

Digital: Configured pens data display as Digital values only

Direction: Two options are available by names Horizontal and vertical.

Trends or Bar graphical representation can be configured for one of the
directions as horizontal or vertical.

Background: This is to set the back ground color for the page display. Two options are

available. White and black color

2.5.1 Pen

Six pens can be configured in each page

Channel. Select the pen required for graphical representation, source include all
analog inputs and result of mathematical expressions.

Color. Total 14 colors are available for user selection against each pen.

Width: This is pen width in the display

Low: This is the select the low value of display (range) for the selected pen.
For ex: Analog input 1 has a scale of 0-100. But for most of the time,
process value will be in the range of 0-50. So user can select the display
range as 0-50 for better resolution.
Please note that the range set here is only for display purpose. Scale for
data storage will depend on the scale defined at channel only and the
range set at display will not have any effect on data logging/ data

storage/data analysis.

High: This is to select the high value of display (range) for the selected pen.

2.5.2 Status bar

This is to show the status of Digital input, Digital output, Counter and Totalizer in
summary. If configured, then status of selected channels will be shown in the status bar.

Digital Input
Disable: Digital input status is not required in the status bar.
Ex: Enable 1-6: Show the status of digital inputs from channel 1 to
channel 6.

Digital Output

Disable: Digital output status is not required in the status bar.



Ex: Enable 1-6: Show the status of digital outputs from channel 1 to
channel 6.
Totalizer

Disable: Totalizer status is not required in the status bar.
Ex: Enable 1-6: Show the status of totalizers from channel 1 to channel 6.

Counter

Disable: Counter status is not required in the status bar.
Ex: Enable 1-6: Show the status of counters from channel 1 to channel 6.

Please note that status bar display is available only at recorder and it is not available in
real time viewer.

2.6 Tools

$ Tools

It is used to configure timers, counters and totalizers
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2.6.1 Timer

Six timers available for user configuration (Timer 1 to Timer 6)

Type: Count down, repeat, daily, weekly or monthly
Countdown: Works as delay time as per set intervals in days, hours, min & sec.
Please note that the set time interval is not real time that works with system
clock.

Repeat. Repeats countdown this is also not real time

Daily, weekly and Monthly: Timer works in selected interval of real time.

Action: Enable or disable the selected timer for the operation.

Job 1 & Job 2: Two jobs can be defined for each timer after elapsing of set time interval.

2.6.1.1 Example1

Task 1: Switch on water pump every day from 8.00 hrs to 9.00 hrs for plantation.
Hardware Requirements: At least One digital output card, DO 181 fitted in the recorder.

Select Timer 1

Type= Daily

Action= Enable

Hour=8

Min=20

Job 1, Job Item = DO latch on, Target = DO 1

Select Timer 2

Type= Daily

Action= Enable

Hour=9

Min=20

Job 1, Job Item = DO latch off, Target = DO 1

2.6.1.2 Example2

Task 2: when gear box oil temperature exceeds more than 80 deg.c, open the air
valve after 10 sec, when temperature decreases by 79 deg.c, close the air valve.

Hardware Requirements: At least One digital output card, DO 181
One analog input Al183 card / one Digital input card DI181

Analog input 1

Name: T101

Log method: Instant

Speed: 1S

Sensor: As per setting of dip Jumpers & Dip switches.

Unit: Deg.C or Fahrenheit as per settings of Jumper and Dip switches
Off set: 0.0

Gain: 1.0



Event no 1, Type=L, Set point = 79, Job 1 = Disable Timer, Target= Timer 1
Job 2 = DO Latch_off, Target = DO1
Event no 2, Type=H, Set point = 80, Job 1 = Enable Timer, Target= Timer 1,

Select Timer 1
Type= Countdown
Action= disable
Day =0

Hour=0

Min=20

Sec=10

Job 1, Job Item = DO latch on, Target = DO1

2.6.2 Counter

This is used to count the number of events.

Six counters are available for user configuration (Counter 1 to Counter 2)
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Name: Maximum six characters are allowed.
Unit. Unit of counter (six characters only)
Preset: this is initial value of the selected counter

Ex: Preset = 10, when counter is reset/ enable, then counter will be started from value
10.

Event. Two events can be configured for each counter

Two jobs can be configured for each event.

2.6.2.1 Application example

Task1: Manager wants to know how many times, inlet temperature of rotary kiln
increases more than 1100 deg.c. If the process is disturbed more than 10 times, it
should be appeared in the log report.

AN1, Name = T102

Log method: Instant
Speed=1S

Sensor = Thermocouple K type
Range= -200 to 1370

Gain =1

Event 1, Type = H, Job 1 = Increase counter, Target = Cont 1
Counter 1

Name: Kiln

Preset=0

Event 1, Type = H, Set point = 10, Job 1 = Log report, target = Cont 1, Job 2 = Reset
counter, target = cont1

2.6.3 Totalizer

It is used to totalize engineering value with set time base.
Eighteen totalizers are available for user configuration.
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Ex: Water Flow meter calibrated for 0-1000 Cub.mter/sec.

Totalizer is used to measure total quantity of water flow (Cub.Meter) in a pipe.

Source = Al1, Period = Sec, Unit = CUBM, Preset = 0.0, Decimal = 1, Action = Enable
Name: Six characters are allowed.

Source: |t is the data source, Analog input or result of mathematical expression can be
E?(?i”, i.e., Totalizer uses analog input 1 as data source for totalizing

Action: Enable or disable for working of selected Totalizer

Decimal: defines decimal point for the selected Totalizer

Period: This is time base for the Totalizer. Sec/Min/Hour is available for selection

Unit. Defines unit for totalizing
Preset. For setting initial value at the Totalizer

Event: Two events can be configured for each Totalizer

Two jobs can be configured for each event



2.6.3.1 Examples

Task: For a city drinking water tank, When Totalizer reaches 100,000 cub,mtr, stop the
water pump.

Al1, NAME = Flow, Range = 0-1000 cub.mter/sec, Unit = M3SEC
Totalizer 1

Source = Al1, Period = Sec, Unit = CUBM, Preset = 0.0, Decimal = 1, Action = Enable
Event 1, Type = H, Set point = 100,000, Job 1 = DO latch off, target = DO1

2.7 Instrument

Instrument
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Instrument

Mame: |‘\=’R1B Language: |Eng|i5h j
Event Limit: [256 -] Security: | [
LCD
Diata Transfer: |Dump and Clear j SCreensaver |1EIMin_ j
Keypad Sound: |Minimum j Sensor: |O1’f& On:keypad j

Communication

PC Transfer: | J IF: | J

P Address: [182.168.0.111 Subnet Mask: |255.255 2560

Default Gateway: |

Name: name of the recorder

Event limit: Three options are available for user selection, 256, 512 and 1024. This will
reserve memory space for the events in the internal memory.

Security: CFR 21 or normal available for user selection. This is in compliance with FDA
21- CFR part 11.



FDA 21-CFR part11 offers highest level of security which defines users among
Supervisors and Operators. Thirty users are supported with password options.

2.7.1 Procedure to configure recorder FDA 21 CFR part 11

Please note that FDA 21 CFR part 11 should be configured directly at the recorder and it
is not possible to configure this function from the Observer software. FDA 21 CFR part
11 function is available from Observer software version V 2.2 and recorder firmware
version V 2.2 onwards.

Thirty users can be configured with different authorizations in one recorder.
Two different authorization levels are available for the users.
a) Supervisor. All functions are available including creation of new users.

b) User. Config, Operate, Clear, Dump and shut down functions are not
available

Log out: This button is available at the recorder to change the users.

Also please note that, if you are already using Observer software prior to V 2.2 and
planning to upgrade recorder to implement FDA 21 CFR part 11, then first upgrade
Observer software with V 2.2 and also recorder firmware to V 2.2. As soon as Recorder
security is changed to FDA 21CFR part 11, restart the recorder if prompted.

If you try to use existing old project in Observer software in PC after changing security to
CFR 21, the following message will appear.

The security setting of wour recorder has been changed From Mormal to CFR-21, Please create a new project to manage k!

First create all the users with different authorization levels as per the requirements
directly at the recorder.

Then create new project in Observer software from the configuration to use Observer
with CFR 21.

Start — Programs - Observer I/Il — Configuration

Login E|

User: |admin |

®

Password:

Change pazsword

" OK X Cancel




By default, Admin user with supervisor level authority will be created when new project is
created. Select the user as Admin and give the password to enter into the recorder
configuration set up. If no password entered in the recorder for Admin account, then for
the first time when you try to log in, it prompts with the following message.

Information

It is the First kime ko login this account, please create a user password,

x]

Change password

Adrmin

Flease enter the current password: |

Flease enter a new password; ||

enter the new password again to confirm; |

" 0K X Cancel |

If user name and passwords are already created, during log in, if they are not matching,
then the following message will appear

Please make sure of your user name and password and then try again!

If you try to log in as user name other than supervisor authorization, then following
message will appear. Configuration is restricted for supervisor level authorization only.

‘fou have no right ko do this Function!

If user name (Supervisor authorizations) and passwords given correctly, then u can
enter into the Observer software set up screen.



This is to receive configuration from recorder to PC.

Click on above icon at the Observer software to receive all the configurations from the
recorder including information about user name and passwords.

Note: This icon is to send configuration from PC to recorder. Observe the difference
carefully.

2.7.2 Data transfer

Two options are available

a) Dump and clear
b) Transfer and remain

2.7.2.1 Dump and clear

Recorder has internal memory of 8 MB.
Internal memory is used to store the events and data.
32 MB CF card shall be supplied along with the recorder.

In recorder at Top- right side, information about the storage space left in the internal
memory is available as display

Ex: evnt = 70 %, it indicates that 70 % of the space reserved for recording events are still
empty

Mem = 40 %, it indicates that 40 % of the space reserved for recording the data are still
empty

CF =50 %, it indicates that 50 % of the space is still free at the CF card.

When event memory or mem reached less than 25 %, then buzzer alarm indicates in the
recorder, alerting the user for prompt action to transfer data manually.

During this time, user has the option to dump the data from recorder to CF card.
When dump and clear is selected as above, if CF card is empty, then when dump is
activated in the recorder, data will be transferred from internal memory to the CF card

and internal memory will be cleared.

If the CF card is already full, then it is not possible to transfer data from recorder to CF
card.

If you try to transfer, the following message will appear in the recorder
“CF card space is not enough or CF card is not ready. Try again”

Because CF card is external memory-storage device like floppy-non-intelligent and data
storage blocks in CF card cannot be controlled by another device like recorder.

During this case, user has to transfer data from CF card to PC.

Also please note that if CF card is full and also internal memory is full, then oldest data
in the internal memory will be over written with the new data.



If transfer and clear is selected for data transfer, then after transferring data from CF
card to PC, data in the CF card will be cleared and it is available for next data storage.

If internal memory reaches 90 % full, i.e., 10 % empty, user is not dumping the data, and
then recorder will try to send old data in the internal memory to the CF card as small
blocks of data for data storage.

Block transfer works as follows

600 sample data’s for each channel will be transferred each time.

Each data take 2 bytes

i.e., total 600 X 2 = 1200 bytes/channel

For example, if you configure data log speed of analog input 1 is 1 sec, then

For 1 minute 60 sample data,
For 600 sample data’s, it takes 10 minutes

So 600 sample data’s collected in the span of 10 minutes shall be transferred as a block
per channel each time. Please note that oldest data available in internal memory only
will be transferred to the CF card in blocks and clearing that space for entering new data.

If 6 channels are available in the recorder, then 6 X 600 X 2 = 7200 bytes of data shall
be transferred in total as a part of block transfer.

Irrespective of dump and clear or dump and remain, after block transfer, internal memory
of the reorder will be cleared as per above calculation, creating space in the internal
memory for new data storage.

Dump and clear works at two places in total

a) When data is transferred from recorder to CF card using dump at the recorder,
internal memory will be cleared and data will be transferred to CF card.

b) When data is transferred from CF card to PC, using import data function at
historical viewer in Observer software, data will be cleared from the CF card.
Now CF card is free to store new data in recorder.

Note: When dump function is activated in the recorder, then the following seven files
should be available in CF card.

Alarm.Ist,P0.dat, p1.dat, p2.dat, PO.idx,P1.idx,P2.idx

After saving of configuration from recorder to CF card, the following two files should be
available,
10.dat & Recorder.Config.

l.e., If dump and clear is selected in the data transfer configuration, after importing data
from CF card to PC, the above 7 files related to data will be cleared automatically in the
CF card.



2.7.2.2 Transfer and remain

If this option is selected for data transfer, then it works as follows.

If the internal memory reaches, 75 % full, it alerts user for data transfer through a buzzer
icon at the top of the recorder alarm banner.

If CF card is empty and when user use dump key, then data available at internal memory
will be transferred to CF card and the internal memory will not be cleared, still data will
remain.

If the internal memory reaches 90 % full, 10 % empty, then data from internal memory
will be transferred to the CF card in small blocks as explained before.

If the CF card is already full, then it is not possible to transfer data from recorder to CF
card.

If you try to transfer, the following message will appear in the recorder
“CF card space is not enough or CF card is not ready. Try again”
Transfer and remain works as follows.
a) When data is transferred from recorder to CF card using dump at the recorder,

internal memory will not be cleared and data will be transferred to CF card.

Please not that when data is transferred from CF card to PC, using import data function
at Historical Viewer in Observer software, data will be cleared from the CF card.

Note: When time in Recorder is changed, then if you dump data, irrespective of set data
transfer option, all data will be transferred from Recorder internal memory to CF card
and then it clears data in Internal memory. It is done to avoid any kind of data conflict in
the Recorder after change of Time

Keypad sound: Disable, minimum, medium and maximum options are available for user
selection. This is to sound after pressing any button in horizontal or vertical keypad.

LCD: Screen saver. Disable, 1 Min, 10 Min, 20 Min, 30 Min, 40 Min, 50 Min & 60 Min
options available for selection

Sensor. The following three options are available
Off & on: Keypad,

Off & On: IR,

Off: IR, On: Keypad

IR sensor is fixed for the recorder to detect the movement of moving personal in front of
the recorder. It detects the heat of the moving personal up to 2 meters distance.

Communication
Ethernet and RS 232/RS485/RS422 options are available.

Please refer Ethernet configuration and RS232 configuration for more details about
connecting recorder with PC or LAN/HUB.



2.8 System
o system

Displays recorder firmware information along with 10 cards connected in the slots, at
back side of the recorder.
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2.9 Clock

@ Clock



This is used to synchronize recorder real time clock with PC date and time. If summer
time is set, then recorder will be disabled from the data logging functions during this time
to save the power and memory.
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Date/Time Synchronization

Date: 11/29/05
Time: 11:17:15

Date/Time Synchronization is to adjust the clock of the recarder and
then the system dateftime of both PC and recorder will be the same. It
only functions when you press the 'Synchronize' button below.

Synchranize

Summer time

Disable v| fpa | st w| ~ o9 ~| /a0~

Note: When time in Recorder is changed, then if you dump data, irrespective of set data
transfer option, all data will be transferred from Recorder internal memory to CF card
and then it clears data in Internal memory. It is done to avoid any kind of data conflict in
the Recorder after change of Time

Summer Time

About Summer time, If enabled, by default, it is effective from April1 to Nov2 and it works
as follows..

On April1, after 01:59:59, Clock in Recorder will change to 03.00
So, you will be not able to see historical data between 2.00 to 02:59:59

On Nov2, once time reaches 03:00, then time in recorder will change to 02:00
So, If you observe historical data, you will see two sets of data between 2:00 to 3:00

Please note that data will not loose when summer time is completed instead, you will be
able to see two sets of data between 2:00 to 3:00 hrs. There is no need for user to do
any thing manually.



3.0 HIST VIEWER

H I Hist_Viewer

This is used for data archiving.

Start-Programs-Observer | / Observer ll-historical viewer

3.1 Tool bar
D 1o open new project
S 7o open existing project file
2 To configure recorder
¥ 10 display the trend
Show events and alarm list
2] To show report
J Signature list
Print
To select page
To export data to excel
Copy curves to clip board
B Black background
W White background
= Show graphical representation horizontally
W Show graphical representation vertically
N Zoom out
Zoom in
&

Zoom all



= Zoom by time
= Zoom by value

+ Fast back ward for data monitoring

Backward

¥

Forward

= Fast forward

D Search by specific time
¥=4  Search by a period of time

To import measured data from CF reader/RS 232/Ethernet

play measured values from historical data ofC:\Observer |I\Historical\Kiln2. prj
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3.2 Opening a project

3 Tocreate anew project



]

Create a new project...

Enter the new narme: |

W OK X Cancel |

Select the bank
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& CF Card: =
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Specify the path for the data source E

Confirmation

Do wou wank ko receive configuration data now? v T

Yes Mo

Select Yes, if the source contains configuration information to transfer recorder
configuration to PC.
Option 1

If CF card is the source, then make sure that recorder configuration is already saved into
the CF card. 10.dat and Recorder.config. should be available at CF card.

Use Config — Save to save the recorder configuration to CF card.

Option 2

If Ethernet is the data source, then configuration file will be transferred from recorder to
PC via Ethernet if PC and recorder are properly configured as per 2.3.1 — Ethernet
configuration.

Option 3

If RS 232 is the data source, then configuration file will be transferred from recorder to

PC via RS232 if PC and recorder is properly configured as per 2.3.2 — RS232
configuration.

If CFR 21 is selected for security, then the following message will appear

Login E|
User: | |

Password: |

X Cancel

Give the password for transferring configuration from selected data source to PC.

If configuration data transfer is successful, then following message will appear.

Infarmation

Configuration data was received successfully!

If configuration data transfer is not successful, then repeat 2.3.1/2.3.2/2.3.3



Modify the configuration if required and close the configuration screen,

Do ol wank to apply the new settings before wou leave?(y M)

Yes Mo |

Select yes.

If CFR 21 is configured for security the following message will appear. Give the
password to continue to historical viewer.

x)

Login

User: | |

Password: |

X Cancel

Confirmation

Mow wou can import measured data From recorder! Continue?(y M)

Yes Mo

Select “Yes” to receive the measured data from the selected data source and path.

Now all the measured data available at the selected data source will be transferred to
PC

C:/Observer 1/l — Historical — Project name (Ex: Boiler)
In PC, the following files will be available at the above path
PO.dat, P1.dat, P2.dat, P0.idx, P1.idx, P2.idx

10.dat, Recorder.config.

3.3 Display



Trends, Events/alarms, report, Configuration data are available for selection
Trends: select this to display trends

Events/Alarms: select this to display alarms/trends

Report. select this to display report

Configuration data: select this to configure recorder

3.4 Data

[~| Display measured values from historical data ofC:\0bserve

Project Display BBEEM Print Page Yiew Search Language Help

O & ﬁ Impart Chrl+Al+T
Expart Chrl+Al+0
Clear ChrlAlE+HR
19700 Copy ki
Import Qptions

}

Import, Export, Clear, Copy and Import options available

1o

Import. New data will be imported from the selected data source and path as per
selection at the bank.

Export: It is possible to export data from Observer software to Excel files in CSV format
at the selected path. Data and events shall be saved in separate files.

Files

¥ Penfile: |Cikiln3_Pen.csv =

v Event file; |C:‘-.ki|n3_Exrent.n::5xf E




Export E'
Fange
« The disnlay * Time period C Al
From - | |l =
To: | J| |
o 0K X Cancel |

It is possible to export part of selected data to the Excel files. The range can be selected
as above.

S5elect pens

&

Speed value will e the dot interval of all the data to be

exported.
Speed: |15 w| Sec

Destination List:
Al
Al
Al

Source List:

& 0K

X Cancel |

Also log speed and channels can be selected for data selection.

For ex: if you need to export data for channel Al1 only, then Al1 should be available at

the destination list. If Al1 is available at source list, then click on " to send from
source list to destination list.
Pens available at the destination list data’s only will be exported to the Excel files. If any

pen is available at source list, then that particular pen data will not export to the Excel
files.



Select pens [g|

Speed value will e the dot interval of all the data to he
exported.
Speed: |15 "l Sec

Source List: Destination List:
Al A2

L ]

B

<

€4

¢ ] x Cancel |

Select ok to export data.

Information

Pen and Event data were exporked successFully!

If the data export is successful, then above message will appear.

If the CSV format file name is already available at the selected path, when prompted
over write the file.

We suggest name a new file name when exporting data to a selected path instead of
over writing the existing file.

If any ERROR appears in CSV format file, it means, no data available for that particular
time. It is empty. To avoid showing these error messages, select the range properly
when exporting data along with exact pens you need.



E4 Microsoft Excel - FDA_Test_Pen

lg_] File gdil_: Wew Insert  Format  Tools Data  Window  Help:

N EE oG B s 9.8 sl e [ -0 o
A e s W W7 W N | oAl ) 4 | ¥4 Reply with Changes.,, End Review., !
W | P O (B E
G4 - A 4999
A | B e [.o® I E || F W H

1 |Date Time Al Alz Al3 Ald AlS Alb

2 Instant  Instant Instant | Instant  Instant  Instant

3 _ oI “C % % % %

4 10/07 2006 | 09:00:38 Ahd 779 287 -5 .03 49 99 49_99. 49 89

5 1007 2006 | 09:00:39 Ahd 279 287 -25.03 49 99 49 99 49 89
i 10/07 /2006 09:00:40 Ahd 779 287 -25.03 a0 49 99 45,89

7 1007 /2006 | 09:00: 41 Al 779 287 -25.03 49 99 49 99 4589
= 10/07 2006 09:00:42 Ahd 77 287 -25.03 a0 49 99 49 99
= 10/07 720086 09:00:43 A 779 287 -25.03 49 99 49 99 49,89

10 10/07 22008 09:00:44 Amd 779 287 -25.03 49 99 49 99 49.99
1 10/07 22006 09:00: 45 A 779 287 -25.03 49 99 49 99 4589

12 10/07 72006 | 09:00:46 Akd 779 287 -25.03 49 99 49 99 49 89

13 10/07 72006 09:00:47 A i) 287 -25.03 49 99 43 99 4399
14 10072006 | 09:00:48 Ahd 77 287 -=25.03 49 99 49 99 49 89

15 10,07 /20065 | 05:00:49 Am 76.8 287 -25.03 49 99 49 99 45 89
1B 1040720065 | 09:00:50 Ahd 771 287 -25.03 a0 49 99 49 89
Wi 10/07 /2006 | 09:00:51 A 772 287 -25.03 49 99 49 99 49 89

18 10/07 2006 09:00:52 Ahd 771 287 -25.03 49 99 4999 49 99
i 1007 2006 | 09:00:53 Al 7B.7 287 -25.03 4999 49 99 45.89
20 10/07 /2006 | 09:00:54 A BE.2 287 -25.03 49 99 49 99 49 89
21 1007 2006 09:00:55 A 7.2 287 -25.03 49 99 49 99 49 89
22 10/07 72006 09:00:56 A 816 287 -25.03 49 99 49 99 49 99
23 10/07 72006 09:00:57 A a1.8 287 -25.03 49 99 49 99 49.89
24 10/07 22006 09:00:58 A 819 287 -25.03 49 99 49 99 49 59
125 10/07 2006 09:00:59 A 827 287 -25.03 49 99 49 99 4989
26 10/07 2006 02:01:00 Ak 827 287 -25.03 4999 4999 439.99

Data clear. This is used to clear all the available data for the project

Confirmation

Are you sure you wank ko clear all the data of this project?(y 1)

Yes

Mo

Data copy: this is to export the historical trend to the clip board.

Data import options: This option is used to import data from recorder to the PC.

Manual: User has to click on to receive the data from recorder to PC manually.

Automatic: Automatic data transfer from recorder to PC as per set period available in the
range of 1 to 24 hrs.



For ex: If automatically is selected with period of 1 hr, then once in every hour data will
be transferred automatically with out user interference.

Import Options f@
" Manually Petiod

I ~ | Hour

v Automatically

& 0K X Cancel |

3.5 Print

Active Trend view and alarm list can be taken print out.

Trend Print

=] Print Preview E@El

BEE 14 H .gélﬂﬁ.gm}

2 & Signature: Admin
e dia Historical Data ;

Date/Time: OF/M0/05 135410

s : R N o

2300 ¢

400 |

Bl

0% Pagelof 1

Note: For CFR 21 part 11, signature also will be printed as shown above.

Event /Alarm list print



=] Print Preview

BEE K4 M| SE HE| toe

Event/Alarm list
Signature: Admin
Unithame: vR18 DatesTim e: 07410706 13:94:19

No  Ack Type Source Active Time Clear Time Value

1 System Paisn O7/07/0B 13:27:43

2 System P o i 07/07/08 13:28:23

3 System FPowin 07/07/08 13:23:48

4 MNetCanfig Admin 07/07/06 13:41:23

5 MNetLogin Admin 07/07/06 13:41:24

] MNetlogout Admin 07/07/06 13:41:30

7 MetLogin Admin O7/07/06 13:42.19

8 MetLogout Admin 07/0%7/08 13:44.05

9 Lagin Admin 07/07/06 14:19:37 P
10 MetLogin Admin 07/07/06 16:48:43

11 MNetDump Admin 07/07/06 16:48:52

12 MNetDump Admin 07/07/06 16:50:07

13 MNetlogout Admin 070706 17:00:09

14 Lag fail 07/07/08 17:00:40

15 System P aisdJff 070706 17:00:49

16 System PowCin 07/10/08 09:00:37

17 Lagin Admin 07/10/06 09:00:58

18 MNetlLogin Admin 07/10/068 08:01:12

19 HetDump Admin 07/10/06 08:01:23

n Rlstl nnnr & rimin N7ANMNAR NG90 A4 =

0% Page i of 3

Note: For CFR 21 part 11, signature also will be printed as shown above.

3.6 Page
This is for page selection. If more than 1 page is configured, then particular page can be

selected from this place.

3.7 View

Zoom in, Zoom out, Zoom all, Hour, Day, Week, Month, Horizontally, Vertically, Black
back ground, white back ground are available for selection.

Zoom in: This is to monitor the trends by decreasing x axis.

Zoom out: This is to monitor the trends by increasing the X axis.

Hour: This is to monitor the trend with one hour interval set at X axis.
Day: This is to monitor the trend with one day interval set at X axis.
Week: This is to monitor the trend with one week interval set at X axis.
Month: This is to monitor the trend with one month interval set at X axis.
Horizontally. This is to view the trend horizontally

Vertically. This is to view the trend vertically

Black back ground: This is to set black back ground to the trend

White back ground: This is to set white back ground to the trend



3.8 Search

By specific time and by period of time options are available for user selection.

Specific time: It is possible to search the historical data for a combination of specific
date and time.

[~-| Search by a specific time

Tirmne: |11/29/2008 ~| | 208:03PM =]

0K | [T Eancel |

Period of time: This is to search the historical data in between specific time period.

Search by a period of time E|
From - |[il/29/2005 ~| |10:04:39 AM =
To: [11/29/2005 = | 2:38:04 PM —

o OF X Cancel
| |

Procedure for searching historical data

1. Open historical viewer at PC.



Zoom Search

DefEESIS | BIBE B af QAB(EE £+« 302 e -
s I 109.1 N~ —

6030

Search by a period of time
5180

= 1| 07/07/2006 | |08:00:40 Abd
427.0 e | i J |

To: |07/07/2006 ~| [o2.00:00 -

336.0
o 0K XCamcaI‘
2450
154.0
630
-28.0
419.0-] [ R R R AR
4 AN
A2
1 Al
l —_— Al
—_— AlS
Alb

Fagel Zoop: 4 SeciDot Index Time: 070706 15:27:48 Disconnected frorm 192.168.0.250'

2. Click on Legend

3. Select the tags required for display. For ex: if you would like to see trend of
Analog inputl, then select All, now only All will be displayed.

4. Then click on “Search by period of time” icon

Kin Scale -

y 1
ISear-:h by a period of timel

6. Then the following display appears

Search by a period of time @

From - |07/07/2006  »| |ogoodoam =
To: |o7/07/2006  +| |oaocoo@y 0 =

o OF ¥ Cancel |




7. Enter the date and time as above, then click OK

8. Now the screen shown data from 8.00 AM to 9.00 AM for selected data

Qe

“to observe the historical data as per your

9. Now if required apply Zoom
requirements.

[~ Display measured values from historical data ofC:\Observer INHistorical\FDA_Test.prj

Project Display Data Print Page Wiew Search Language Help

121130

w—— Al (Rearmost)
v - AR
L A
™y Ald
\ ™4 Als
v AlG (Forefront)

By Legend | Seek by Eventialarm | Signature !

FPagel Zoom: 2 Sec/Dot Index Time: 07/10/06 14:14.53 Disconnected from 192.1658.0.250'

10. Once trend is available as above for the data selected, then if required, print out
can be taken from Print — Trend view option.

3.9 Lanquage

User can select one of the 14 languages supported by the recorder.

Please note that, before selecting language option, make sure that language is properly
set at my computer — control panel — regional settings. Also selected language fonts

should be installed if you have an operating system installed with English version. Other
wise fonts shall not be displayed properly in the Observer software and the fonts are

3.10 Help

Historical view help: This is to select Observer software user guide.



About: this is to check the Observer software version number.

3.11 Status bar

Al1
Al
A3

-

By Legend | =eek by Eventialarm I signature

By legend

It is possible to display selected pens with the range set in scale. Select the check box
against each channel as shown above.

Seek by event/alarm: It is possible to set the status bar to monitor summary of
events/alarms

Signatures: If FDA 21 CFR part 11 is selected, then signatures can be monitored in the
bottom status bar.

3.12 View CF card data in PC via Historical viewer

First dump data from Recorder Internal memory to CF card.

Remove CF card from Recorder. Insert CF card in CF card reader and insert in PC.
Make sure that CF card is detected by the PC. If CF card is not detected, then you may
need to install CF card drivers particularly for windows operating system versions Win95,
98 and 2000.

In PC, open Historical viewer. It prompts to create a new project.

Create a new project...

Enter the new narme: |

" OF | X Cancel |

Give the name to the project.

Then it ask for selection of Bank as follows..



Display/Change configuration data from:Test
0 = £a 7 Close
Bank

Flease select and configure one bank below as you need.

& CF Card: =]
" Ethernet: E
" RS232: @

Select the bank as CF card. Then click on E and select the path for the CF card.

Browse for Folder

Select folder

=g g My Computer e
P H ﬁ 3% Floppy (A:) E
Zgo Local Disk (C:)
ek CD Drive (D:)

t-=ge Local Disk (E:)
Zg# Local Disk (F:)
e A R emnable Disl
[} Contraol Panel

B

Select CF card as shown above

Confirmation

Do you wank ko receive configuration daka now?(y )

Yes Mo

Click on Yes

Information

Configuration data was received successiully!

8] 4

DisplayfChange configuration data from:C:\0bserver, INHistorical\Test. prj

hed X SBNEFNEOQf £ «-+3 7 Close
M\ Math | A0 |

Click on Save



Confirmation

Mo ol can import measured daka From recorder! Conkinue?(y M

Yes Mo

Click on “Yes”

Then all the data will be transferred from CF card to the PC. You can see the historical
data.

Creating of a project is required only at the first time. For further data transfers, user
needs to just import data by pressing “Measured data” icon

[~ Display measured values from historical data ofC:\0bserver I\Historical\Test. prj

Project Display Data Print Page View Search Language Help
he P EEE Ow «af QA8 |[EE £++3 858 15k -

MATHZ
san e Inst Inpork measured data

3.13 Historical data share and view from multiple computers

Assume project name is “Test”. Then in server PC, “Test” folder is available at
C:\Program files\ObserverlI\Historical and C:\Program Files\Observerl[\RealTime. Run
Both Real time viewer and Historical viewer in the server. In the historical viewer, Data
import, set automatic say once in a hour.

C:\Program Files\ObserverlI\Historical: When data is imported in historical viewer (CF
card/Ethernet as bank), data recorded at paperless recorder will be transferred to PC and
historical data will be available at this path.

C:\Program Files\Observerll\RealTime: When real time viewer is running in PC, data

will be stored in PC automatically and this is equivalent to the historical data stored in the
recorder.

1. Procedure to view historical data (Recorder) in Client- Server mode

In this case, Paperless Recorder, Server PC and Client PC are in the LAN.
ServerPC

Set Share option manually for Test folder at C:\Program Files\Historical

[= =e Local Disk ()



= 53 Observer 11
|5 Default
= [C5) Hiskorical
= 155 Realkime
Ia Tesk
hfl Temp

Right Click by selecting Test

Explore

Open

Browse with AcmeCaDSes
Search...

Sharing and Security. ..
B add to archive...
Badd to "Test.rar"
B Compress and email. ..
B Compress to "Test.rar" and email

Scan For Viruses., ..
Send To »

Cuk
Copy
Paste

Delete
Rename

Properties

Do the Network sharing and security selections as shown below. In this example share
name is given as “Test Hist”.

Test Properties

General | Sharing | Custarize |

Laocal zharing and security

. To zhare thiz falder with other ugers of this computer
= ! anly. drag it ta the Shared Documents folder.

To make thiz folder and itz subfalders private zo that
only you have access, select the following check box,

Make thiz [older prreate

Metwork sharing and security

To ghare thiz folder with both network, wsers and ather
uzers of thiz computer, select the firzt check box below
= and ype a share name.

Share thiz folder on the network,

Share name: |Test_Hisﬂ

Allow nietwork, uzers to change my files
Learn more about sharing and securnity.

i) Windows Firewall iz configured to allow thiz falder ta be shared
with other computers on the netwark.

Wigw vour WWindows Firewall sethings

(] l[ Cancel ][ Apply




Client:

Client PC should be connected in LAN with Server PC. Install Observer I software in
Client PC. Create a new project in the Historical viewer. In the bank choose “CF” card
and then link this with “Test Hist” shared folder available in the Server PC. Select this
via network places.

= My Metwark Places
=@ Entire Metwork

i-} Microsoft Terminal Services

= i-} Microsoft Windows Metwork,
=99

¢ Ail83

Confirmation

Click on “Yes”, if the link is proper, then you will receive hardware configuration. Now
you can open historical viewer, import the data manually and then see historical data
same as historical data viewed at server. Please note that in the client PC, data import
should be done manually. Automatic data import from Server PC to Client PC is not
supported.

2. Procedure to view historical data in Client PC directly from the Paperless
Recorder

In this case, Paperless Recorder is connected to LAN. There is no PC by name Server.
Any PC connected in the LAN can import data directly from paperless recorder. No need
to share any folder for this purpose in any PC.

In the Paperless Recorder, in the configuration, press on Instrument, then in the Data
Transfer, select “Transfer and Remain™ option.

Install Observer I in the PC. Create a new project in the Historical viewer. Select bank as
Ethernet. Insert IP address of the Recorder. Hardware configuration will be received and
save this. Data can be imported manually at any time by pressing at Data-Import. To set
automatic data transfer option, in the Historical viewer, click on Data, then import
options, select period say 1 hr. (Available options 1 to 24)

3. Procedure to view historical data (Recorded in PC by the Real time
viewer) in Client- Server mode

ServerPC



Open the Real Time viewer.

&

In the Real time viewer, click on configuration data icon ==

Then click on Option as shown below.

# Display/Change configuration data from:C:\Observer I\Realtime\te

HE X & &2NxEU 2 | Close
| _siveee |

Then select Share as shown below and then press on OK.

Option f‘>_<|

Share ]Email ] Eummunicatiun]

f* Share data g0 other people can read it.

" D not share.

J 0K X Cancel |

Then you will get the following message if real time viewer is on online with the
recorder.

Realtime_Config.

Folder 'Ci\Observer IIYRealtime’ cannok be set shared (Privieae:readfchange) automatically, Please do it
manually!

Set Share option manually for RealTime Folder at C:\Program Files\Observerll

= I5) Chserver 11
|50 Default
|5 Historical
=] =altime
I Temp




Realtime Properiies @El

Local zharing and security

. To zhare thiz folder with other uzerz of thiz computer
only, drag it to the Shared Documents folder.

To make thiz folder and itz subfolders private zo that
only you have access, select the following check bow.

Mebwork, tharing and security
J  Toshare this folder with both netwark. users and other
uzerz of this computer, select the first check bos below
and twpe a share name.

Share this folder on the netwark

Share name;  |Realtime

Allow network, uzers to change my files
Learn more about sharing and security.

i “Windows Firewall is configured to allow this folder to be shared
with ather computers on the netwark,

Wiew pour Windows Firewall settings

[ 0K H Cancel ][ Apply J

= 1) Observer 11

|53 Default
|50 Historical
™ F.caltime

I Temp

Client PC

Install Observer 11 Software.

Open the Real Time Viewer. It will ask to create a new project as follows..

Create a new project...

Enter the new name: ||

W OF X Cancel
| |

Click on cancel

%" Display real-time measured values from:

Project  Display Language Help

D|or| 1| w|aw] e e ] | O] @6 R




'}

Click on icon ‘E|

Then choose project file “Test” available at Realtime folder shared at the server from My
network places.

|- My Network Places
=@ Entire Netwaork

i-} Microsoft Terminal Services

= i-} Microsoft Windows Metwork,

=Y ior

+- i AilE3

Information E|

Y¥ou are opening a shared real-time project and only the measured data can be seen!

Now, you can see display of measured values from Historical data available at server.
It is possible to set data import automatic option. Click on Data, then import options,
select Automatically and then choose period between 1 to 24 hrs, say 1 hr.

3.14 FDA 21 CFR part 11 compliance

On August 20th 1997 the Food and Drug Administration made 21 CFR Part 11 came into
effective. This regulation is summarized as follows:

“The Food and Drug Administration (FDA) is issuing regulations that provide criteria for
acceptance by FDA, under certain circumstances, of electronic records, electronic signatures,
and handwritten signatures executed to electronic records as equivalent to paper records and
handwritten signatures executed on paper. These regulations, which apply to all FDA program
areas, are intended to permit the widest possible use of electronic technology, compatible with
FDA'’s responsibility to promote and protect public health. The use of electronic records as well as
their submission to FDA is voluntary.”

Summary

The Paperless Recorders have been designed to meet the standards set out in CFR 21 part
11 and it can be used as part of a validated system.

1) All process data recorded by Paperless Recorders is protected by an Encrypted “Digital
Signature” to ensure the authenticity of these records.

2) Solid state flash memory is used to provide secure storage of data that is not reliant on
battery back-up and which is not subject to magnetic fields.

3) Historical Viewer review software provides the ability to view the data records and audit
trails in a human readable form.

4) User id and Password are provided in the recorders to limit access to authorized
personnel.

5) A detailed audit log accompanies all process data recorded by a VR18 Paperless

Recorder. All system events including configuration changes, power failures are logged.
All entries are time and date and time stamped including an operator id.

FDA 21 CFR Part 11 Subpart B, Section 11.10: Controls for modification.



‘Persons who use closed systems to create, modify, maintain, or transmit electronic records shall
employ procedures and controls designed to ensure the authenticity, integrity, and when
appropriate the confidentiality of electronic records, and can ensure that the signer cannot
repudiate the signed record as not genuine.”

All process data recorded by paperless recorder are in proprietary (tamper-proof) format
and read-only from normal operator interface. Via the use of Historical Viewer data review
software “digital signature” can be added and checked to validate the integrity of the data.
If any part of the data record is changed the Historical Viewer software will warn the user
of the invalid nature of the record.

s T - - [ ]x]

Lep EECRE B Aw af QA8 [EE£+->308 |15k -~

e —
08 irst . -25.02

! Signature

User: |Admin

Password: [*

Status: |Pass

Comrent: |Satisfactory

" OK X Cancel ‘

Mo | Sign Time Status Comment

1 Admin 07/07 /06 16: 4647 Pass oK

By Legend | Seek by Eventidlarm  Signature
Fagel Zoom: 13 Sec/Dot Index Time: 070706 16:40:36 Disconnected frorm 192.168.0.250'




=la x|

Froject Display Date Frint Page View @eawh Language Help

|”E5E’ﬁ|§|”|

x|

The data of 413 has been tamnpered with!

|F'age1 |Zuom 0 Sec/Dat

Procedure for sign of the records
1. Open historical viewer

2. Log in with specific user already created.

X

Login

User: |&dmin ~|

FPassward: |E

Change pazsword

o 0K X Cancel

3. Click on Import measured data icon . This will import all data from recorder to
PC.

4. Check all the data.

5. Then click on Signature at task bar available at bottom side of the screen in the
historical viewer



All (Rearmost)
A2
A3
Ald
Al5
AlE (Farefront)

-

A I Y YL 4

6. Then signature section will appear as follows.

Mo | Sign Time otatus Comment
1 Admin 070706 16:45:47 Fass Ok

2 Admin 070706 16:50:01 Fass

3 Adrnin 071006 09:01:17 Fass

Fagel Zoom; 252 Sec/Dot Index Tirme; 0708206 23.16:53

7. By default “Sign” button will be disabled as shown above. Once latest data is

imported from recorder to PC using Icon, then “Sign” button is enabled. Now
user can sign the record with his comments as per the following image.

Signature g|

Uzer: |x-‘u:|min ﬂ
Fassword: |
otatus: |F'ass ﬂ
Comment: |Satisfactary
"/ Ok x Cancel |

8. Status: Select Pass/ Fail
Comment: Give your comments about the checked data
Then press “OK” to complete signature process which is equal to signing of
paper record.

FDA CFR21 Part 11 Section 11.10 (b)

“The ability to generate accurate and complete copies of records in both human readable and
electronic form suitable for inspection, review, and copying by the agency (FDA”

Paperless recorder can create process data files on Compact Flash memory cards in
proprietary format. These data files are created from secure records stored in internal
flash memory. Error detection algorithms are employed to ensure that the stored data
faithfully represents the actual raw measurements made by the recorder. Each write to the
archive media is also verified to ensure the integrity of the data record. The archived
process data files can be viewed using the Historical Viewer review software. The data can
be viewed and printed in graphical formats. Standard spreadsheet formats (e.g. Microsoft
Excel) of the archived data files can be created for viewing by users who do not have the
review software.



Historical Data
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Froject Display Dats  Print Page View ESeamch Lenguage Help
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v Event file: IC:\EZWﬁEvem.csv
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Mo | Sign | Tirmne Status Camment |

By Legend | Seek by Eventislarm  Signature |

|Paget |Zoom: 1 Sec/Dot lIndex Time: 03/30/05 10:56:17 |Disconnected from 192.168.0.2211



FEHESH SRV BB o

%z-%lil [ﬂqﬂ)lﬂﬂ% @_ Arial 12 - B I O
A E | ¢ | o | e | F | & | ®w | 1 | 1 | ® | 1

1 |Date/Time 411 AILD AIlL AllZ AIL3 Alld AILS All6 AILT AllS ALZ
| 2 | Instant Inatant Instant [natant Inatant [nstant Inatant Instant Instant Instant [nstant Instant  —
| 3 | C °F °F °F % % ® % ® % T C
| 4 | 2005/3/28 13:24 433 11984 22116 1886 99.2 828 6o.4 336 17.2 0.3 3769 72
| 5 | 2005/2/28 13:24 4154 11894 22007 18807 972 8146 65.73 2426 18.53 2.8 556.3 65.!
| 6 | 2005328 13:24 3979 11804 21897 18754 95.2 80.13 55.06 3493 19.86 4.3 5358 58/
| 7| 200543728 13:24 3804 11714 21788 18701 93.2 788 644 356 212 6.3 2153 als
| & | 2005/2/28 13:24 3629 11624 21679 18648 91.2 7746 63.73 36.26 22.53 8.8 4949 45.
| 9 | 2005328 13:24 2455 11534 2157 18595 89.2 T6.13 53.06 3693 23.86 108 47456 38

10| 20054328 1324 3282 11444 21460 18542 87.2 4.8 62.4 316 25.2 128 4544 3L"

11 | 2005/3/28 13:24 311 11354 21351 18489 852 7346 61.73 38.26 26.53 143 434.4 25.
12 | 2005/3/28 13:24 294 1lzed) 21242 18436 83.2 7213 61.06 3893 27.86 168 414.4 18.
13 | 2005/3/28 13:24 271 111740 21133 18383 81.2 708 604 396 29.2 188 3947 11.£

14 | 2005/3/28 13:24 2603 11084 21024 1833 792 6946 59.73 40.26 30.53 208 3751 5.0
15 | 2005/3/28 13:24 2438 10994 20815 18277 T2 68.13 59.06 40.93 31.86 228 3558 -
16 | 2005/3/28 13:25 2274 10904 20805 @ 18224 5.2 66.8 584 416 332 248 3366 A1

| 17| 2005/3/28 13:25 2112 10814 20696 18171 732 6546 5773 42.26 34.53 268 3177 REL
| 18 | 2005/3/28 13:25 1953 10724 20587 18117 712 64.13 57.06 4293 3586 288 299.1 -19.”
19 | 2005/3/28 13:25 1796 10634 20478 18064 69.2 62.8 564 436 312 308 280.8 258
20 | 20053028 13:25 1641 10544 20369 18011 67.2 6146 55.73 44.26 38.03 328 262.7 31
21 | 200543728 13:25 1489 10454 202598 17958 63.2 60.13 55.06 44.93 39.86 348 245 374
22 | 2005328 13:25 1341 10364 2015 17905 632 588 544 456 41.2 368 276 43¢

23 | 20053028 13:25 1195 10274 20041 17852 61.2 ST46 53.73 46.26 42.53 388 2106 4¢
24 | 2005328 1325 1052 10184 19932 177199 9.2 36.13 53.06 46.93 43.86 40.3 1929 -54.¢
25 | 2005328 13:25 913 10094 19823 1746 572 4.8 524 476 45.2 428 1776 6

| 26 | 20053028 13:25 T 100040 19713 17693 592 5346 5173 48.26 46.53 448 161.8 H5.:
| 27 | 2005/2/28 13:25 64.4 991.4 19604 1764 532 52.13 51.06 48.93 47.86 468 1463 -10.:
| 28 | 2005/3/28 13:25 516 9824 19495 17587 512 508 504 496 49.2 488 1313 S75.:
| 29 | 2005/3/28 13:25 39.1 9734 19386 17534 492 4946 49.73 20.26 o003 208 L1677 80..

30 | 200543428 13:25 27 9644 1927.7 1748.1 47.2 48.13 49.06 50.93 51.86 52.8 1026 84.£
M o4+ m[y22] Pen |« | 3|

FDA CFR21 Part 11 Section11.10 (c)
“Protection of records to enable their accurate and ready retrieval throughout the records
retention period”

Paperless recorder use solid state flash memory, for data storage, in the form of Compact
Flash card. Data retention for this device is specified at a minimum of 10 years. It provides
Zero power data retention i.e. the data integrity is not dependent on battery back-up. The
data is not affected by magnetic fields. For even longer term data storage the archive files
can be copied to CDROM or to a network file server.

FDA CFR21 Part 11 Section11.10 (d)
“Limiting system access to authorized individuals.”

Paperless recorder provide the ability to limit access to the instruments configuration and
critical operator functions. For each user a unique id and password can be created for
access to the configuration parameters. The id and password can be alphanumeric and up
to 8 characters in length. In order to gain access to the configuration parameters, a valid
operator id and password combination should to be entered. Any modification of the
instruments configuration is recorded in the audit log identifying the user responsible for
the change. Paperless recorder will logout automatically after a period of inactivity say 10
minutes.



Security User30

Enter

Days of expiration: Unlimited time

User: |Heriry

Password: Please enter a new password when first time

Security Level: |Dperator El

Time of validity:

Back

B FENEH:wQ®  £+«=+3I ? Close

User: |Henry

Password: Please enter a new password when first time login.

Security Level: |Operatnr j

Time of validity: |3U Days valid Passwaord j

Days of expiration: Unlimited time




Realtime

Password:

Change password

User: | Admin =

Passward: [

Change password J

Ok I 3 Cancel ‘

Pagel Zoom: 1 Sec/Dot Index Time: 07/03/06 16:50:45
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FDA CFR21 Part 11 Section11.10 (e)

“Use of secure, computer-generated, time-stamped audit trails to independently record the date
and time of operator actions that create, modify or delete electronic records”, Record changes
shall not obscure previously recorded information. Such audit trail documentation shall be
retained at least as long as that required for the subject electronic records and shall be available
for agency review and copying”

The Paperless recorders automatically produce a time stamped audit trail that includes
power failure and recovery, configuration changes, data dumping and clearing, critical
operator functions. This information is stored in an audit log which can be archived to a
permanent file on Compact flash. A separate alarm/event log automatically produces a
time stamped record of all alarm state changes and can also be archived to a permanent
file.

Event/Alarm

Event/Alarm |Report

Mode

Event Ak I Type I Source I Active Time I Clear Time I Yalue |ﬂ
191  System Piow O 01/27 03:14:05

192 System PO 01/27 03:14:05

Lagin 01/27 03:15:03
' 208  Logout Adrrin 01/27 03:15:07
209 Login Adrrin 01/27 03:15:09
Ack
w
4 »
Back

Dump Clear | Operate | Config Logout Shutdown




=& ]

Froject Display Dals  Print Language Help

hbe plE (]
Ack Type Source Active Tirme Clear Time Walue -
1 MNetDurnp Admin 03/29/05 15:41:18

2 0O HiAlarm Alle 03/29/05 15:41:19 Terminated 9459
3 O HiHAlam  Alle 03729105 15:41:19 Terminated 9459
4 [ HiAlarm A2 03/29/05 15:41:19 Terminated 1176.0
5 [ HiHidlarm A2 03/25/05 15:41:19 Terminated 1176.0
6 [ HiAlarm Al 03/25/05 15:41:19 Terminated 2707
7 O HiAlarm A3 03/25/05 15:41:26 Terminated 80.60
8 O LoAlarm A8 03/29/05 15:41:28 Terminated 19.20
9 O HiHiAlarm A3 03/29/05 15:41:35 Terminated 87.60
10 O LolLedlarm  AlS 03729105 15:41:35 Terminated 12.20
11 O HiAlarm Alld 03/29/05 15:41:43 Terminated 80.53
12 O LoAlarm AT 03/25/05 15:41:43 Terminated 19.47
13 O HiAlarm AlT 03/25/05 15:42:48 Terminated 14368.9
14 O HiAlarm Alg 03/25/05 15:43:00 Terminated 19422
15 O HiHiAlarm A7 03/25/05 15:43:03 Terminated 1588.1
16 O HiHiAlarm AR 03/29/05 15:43:18 Terminated 2154.2
17 O HiAlarm Al 03/29/05 15:43:18 Terminated 5211
18 O LoAlarm Alle 03/29/05 15:44:09 Terminated 93.3
19 O LoAlarm A2 03/25/05 15:44:19 Terminated 108.7
20 O LolLodlarm  Alle 03/25/05 15:44:22 Terminated 15.4
21 O LoLoAlarm  AlZ 03/25/05 15:44:39 Terminated 6.0
22 O LoAlarm Al 03/25/05 15:44:39 Terminated -120.7
23 O LoAlarm A3 03/29/05 15:44:48 Terminated 19.20
24 O HiAlarm AlB 03/29/05 15:44:48 Terminated 80.80
25 O LoLoAlarm A3 03/29/05 15:44:55 Terminated 12.20
26 O HiHiAlarm A8 03/25/05 15:44:55 Terminated 87.60
27 O LoAlarm Al 03/25/05 15:45:03 Terminated 19.47
28 O HiAlarm AT 03/25/05 15:45:03 Terminated 80.53
28 O LoAlarm Al 03/25/05 15:46:08 Terminated 211
30 O LoAlarm Alg 03/29/05 15:46:20 Terminated 2278
31 O LoLoAlarm A7 03729105 15:46:23 Terminated 59.9
32 O LoLoAlarm  AlS 03/29/05 15:46:38 Terminated 149.8
33 O LoAlarm Alg 03/25/05 15:46:38 Terminated -187.1
34 MetLogout  Admin 03/29/05 15:49:26

35 MetLaogin Admin 03/29/05 15:49:33

36 MetLogout  Admin 03/29/05 15:42:49

37 MetLagin Adrnin 03/29/05 15:50:24

33 MetLogout  Admin 03729105 15:50:44

39 MetLogin Adrnin 03/29/05 15:54:34 ﬂ

FDA CFR21 Part 11 Section 11.10 (g)

“Use of authority checks to ensure that only authorized individuals can use the system,
electronically sign a record, access the operation or computer system input or output device, alter
a record, or perform the operation at hand.”

The recorders security system outlined in part d) limits access to the system to modify
any configuration parameters.

FDA CFR21 Part 11 Section 11.10 (h)
“Use of device (e.g., terminal) checks to determine, as appropriate, the validity of the source of
data input or operational instruction.

System errors and input channel status are logged

FDA CFR21 Part 11 Section 11.10 (i)
“Determination that the persons who develop, maintain, or use electronic record/electronic
signature systems have the education, training and experience to perform their assigned tasks.”

Only suitably qualified people are employed in product design & development and their
training is updated to meet advances in technology.

FDA CFR21 Part 11 Section 11.10 (k)

“Use of appropriate controls over systems documentation including:

(1) Adequate controls over the distribution of, access to, and use of documentation for system
operation and maintenance.

(2) Revision and change control procedures to maintain an audit trail that documents time-
sequenced development and modification of systems documentation.”

A design control system is used which is fully documented and traceable. Documentation
is provided for installation, configuration and operation in the instruments User Guide.

§ 11.300 Controls for identification codes/passwords.

Persons who use electronic signatures based upon use of identification codes in combination with
passwords shall employ controls to ensure their security and integrity. Such controls shall include:
(a) Maintaining the uniqueness of each combined identification code and password, such that no
two individuals have the same combination of identification code and password.



Any duplication of user name from a new created account will be forbidden.

(b) Ensuring that identification code and password issuances are periodically checked, recalled,
or revised, (e.g., to cover such events as password aging).

The following things will automatically be done:
1. Closing the user account when the time of account limitation expires.
2. Force the user to enter a new password when the time of password expires.

DisplayfChange configuration data from:C:¥0bserver I\Historical\FDA_Test. prj

hedX SBNEHNE-Q8® £« ? Close

1 2| 3| 4] s s 7| 8] 8| w] 1| z] -«

Lser: |User2

FPasswaord: Please enter a new password when first time lagin.

securty Level: |Operator j

Tirne of validity: |Accnunt Closed j

Unlirnited time

Days of expiration: |30 Days valid account
B0 Days valid account
90 Days valid account
30 Days valid Passwoard
B0 Days valid Password

90 Days valid Password

(d) Use of transaction safeguards to prevent unauthorized use of passwords and/or identification
codes, and detect and report in an immediate and urgent manner any attempts at their
unauthorized use to the system security unit, and, as appropriate, to organizational management.

Any event of failed login will be logged for audit trail.



4.0 REAL TIME VIEWER

@ RealTime_Wigwer

This is used for real time data monitoring for process control applications.

Start-Programs-Observer | / Observer ll-real-time viewer

4.1 Tool bar

. open new project

& 10 open existing project file
To select page

|| Measured data

||

@|

To select configuration of the recorder

Arrange all (Digital display, trends, bar graph & events/alarm list) in one screen
To select events/alarms for full page display

To select digital display in full page

To select bar graph display in full page

To select trend display in full page

To select all channels digital display

To select the status display in full page (DI, DO, AO, Counter & Totalizer)

This is to mute buzzer in PC.

R| This is to set up recorder configuration

4.2 Create new project




How to access data from Paperless Recorder to Observerll software (Real time
viewer) via Ethernet

Note: For Recorder to PC direct connection, Cross over cable is required
For Recorder to PC via LAN, Straight through cable is required

Straight Through Crossover
Cable emne 1111 U ' Cable
VR18-LAN/HUB ' T VR18-PC/Notebook
R1-45 RI-45 i RJ1-45 RJ-45
PIN PIN PIN PIN
1 Tx+ 1 Rc+ 1 Rx+ 3 Tx+
2 = 2 Re- B4 2 Re- B Tx-
Male
3 Rc+ 3 Tx+ 3 Tx+ 1 Rc+
ATRT I%A - ELNTIA SeER
6 Re- 6 Tx- 6 Tx- 2 Re-
PC STRAIGHT-THRU HUB PC CROSSOVER PC
TH+1 € — 11 R+ TX+1 K = 11 TX#+

TX- 2 D) 2 Ry TX- 2 2 TX-
R+ 3 C —— 13 TX+ RX+ 30K 1 3 RX+
ry  _Fi 4 4
5L 15 5 1 5
RX- 6 Iy § TX- RX- 6 6 RX-
A — 17 T === i
e £ e §

1. In Recorder, press "Config", select "Instrument”, press "Enter".

2. In Communication, select IP = "User defined" and enter IP address, Subnet
mask and Gateway address

Note: By default, gateway address = 0.0.0.0 and it works in most of cases. If it is
not working, check with your system administrator and enter gateway address

properly



Instrument

Mame: |‘v’R1B Language: |Eng|ish j
Event Limnit: |255 j SecUrity: | J
LCD
Data Transfer: |Dump and Clear j SCreensaver: |1EIMin. j

L

eypad Sound: |h-'1inimum j Sensar: |Off & On:keypad v

Communication

PC Transfer. | ETHERMET | IP: |User Define |

P Address: [192.168.0.244 Subnet Mask: [255.255.255.0

Default Gateway: |EI.D.EI.EI

After completing setup, press “Back” once, switch OFF power supply to
Paperless Recorder and Power ON

3. Connect proper UTP Ethernet cable as per the requirements and observe the
communication status between the Recorder and PC/LAN HUB at the LED’s
dedicated for the purpose near female RJ45 connector in Recorder

Recorder side

Link (Green LED)
Green lit: Cable connected between the recorder and PC/LAN HUB
Green Off: No Link between the recorder and PC/LAN HUB

Tx/Rx

Orange Lit continuous: No cable connection

Orange slow blink: Communication established between recorder & PC/LAN
HUB

4. Use Ping instruction at DOS prompt and check if Recorder with specific IP
address is responding properly or not

C:sDocuments and Settings mahi.MAHIDHAR»ping 192.168.68.244
Pinging 192.168.8.244 ywith 32 bhytes of data:

Reply from 192.168.8.244: hytes=32 time=6bms TTL=128
Reply from 172.168.8.244: hytez=32 time=4ms TTL=128
Reply from 192.168.8.244: hytes=32 time=1ms TTL=128
Reply from 172.168.8.244: hytesz=32 time=1ms TTL=128

Ping statistics for 192.168.08.244:

Packets: Sent = 4, Received = 4, Lozt = 8 (8% loss),
Approximate round trip times in milli—seconds:

Minimum = ims, Maximum = 6ms,. Average = Ims

5. Now, open Real time viewer, create new project and enter IP address of
Recorder



#" Display real-time measured values from:

Project  Display Faos  Window  Language  Help

D[] = |#|a| 5|0 |

\Click here

i, Display/Change configuration data from:

|ﬁ§|:++:|ﬂ‘“cmse

Create a new project...

Enter the new name: ITESHEI

& O X Cancel
| |

Enter name for the project and click at “OK”

2 Auto-configuration

Tag Twpe: |vH1a vI Bank; |1 'I

Protocol: Modbus_TCP v Auto-update

—IP Address

Example192 165.0.111 {1321 80244 {ommenee Pleaze key in IF here and
then press I+ button ko
IP Lizt: add it ko the [P list.

LR Pleaze zelect ane [P from
IP Lizt and then press I
buttar o remove it

Lngﬁpeedzlﬂutn "I Loghiethod: |Autn vl
W OK X Cancel |

Enter IP address of Paperless Recorder

Then, click at “+” such that, IP address will appear at IP list as shown below and
then click at “OK”



i+ Auto-configuration g@@
Tad Type: |WR13 - Bank: |1 vl

Protocol: Modbus_TCP [v Auto-update
IF Address
Example192 168.0.111 EETe Please key in [P here and
then press 1+1 buttan to
IP List: |192.168.0.244 add it to the |P hst.

EE Fleaze zelect ane [P fram
IP Lizt and then prezs
buttar to remowe it

LogSpeed: | Logmethod:
g/ Q. | x Cancel |

#* Display/Change configuration data from:Test10

H = £ %, £ = = | B | close
Tag Mame | Bank | ModeP | Tag Type J Device Type | Ay J EngHi ] Englo | Unit | Deci... | Alarmi | SP1 A
AN 1 192165.0.244  WR1S Channel 45536 -199.. °C 1 Mo
A2 1 192.165.0.244  WR1E Channel2 45536 -199.. % 2 Mo
A5 1 192165.0.244  WR1S Channel3 45536 -199... °C 1 Mo
A4 1 192165.0.244  WR1S Channel4 45536 -199.. % 2 Mo
A5 1 192165.0.244 WR18 Channels 45536 -199.. % 2 Mo
A6 1 1921658.0.244  WR1S Channels 45536 -199.. % 2 Mo
4] 1 192165.0.244  WR18 [l E5535 O 1} Mo
Dz 1 192165.0.244  WR18 D2 E5535 O i} Mo
D3 1 1921658.0.244  WR18 (] E5535 O i} Mo
D4 1 1921658.0.244  WR18 Dilg E5535 O i} Mo
Qs 1 192 168.0.244  WR18 DS E5535 O i} Mo
DlE 1 192168.0.244  WR18 DIE E5535 0 i} Mo
oy 1 192165.0.244  WR1S [ 55535 O i} Mo
L2 1 192165.0.244  WR1E D22 5535 O i} Mo
Cuns 1 192165.0.244  WR1E [Blalc E5535 O i} Mo
Cucrd 1 192165.0.244  WR1S [n2d E5535 O i} Mo
Ll 1 192165.0.244  WR1G (Bl 5535 O 1} Mo
[ 1 192165.0.244  WR18 [alalS] 5535 O u} Mo
A 1 1921658.0.244  WR18 A F2767 32 3 Mo
A02 1 192165.0.244  WR18 A2 32767 -3z 3 Mo
A0 1 192.1658.0.244  WR18 A 2767 -32. 3 Mo
Cortd 1 192168.0.244  WR1E Counter E5535 O i} Mo
Cort2 1 192168.0244  WR18 Courter2 E5535 0 i} Mo
Cort3 1 192168.0.244  WR18 Courter3 E5535 O i} Mo
Cortd 1 192168.0.244  WR18 Courter4 E5535 O i} Mo
Conts 1 192.165.0.244  WR1E Courters 5535 O a Mo
EDI‘ItEi 1 192165.0.244  WR1S Courters ?5535 a a Mo 5 b

If there is good communication between PC and Paperless Recorder, then all
data base (as per available channels) of Paperless Recorder should appear as
above.



Click at "Save" icon

i Display/Change configuration data from: Test10

Click here

. Display/Change configuration, data from:C:\Observerll\Realtime\Test10. prj

HE XS £25xBE By | Close

‘ 1— | Close and return to main prugraml

4.3 Opening a project

Repeat earlier to create new project if it is first time user or open the existing project by
selecting appropriate path.

If the communication is established between recorder and PC over the selected bank,
then after opening real time viewer, by default the following screen will appear. This is
the default window opens, which shows all the objects like Events/Alarm list, Bar graph-
page1, Digital values — Page 1 and Trends — Page1.

Click on E Arrange all Icon to display Digital values, trends, bar graph & events/alarm
list in one screen

& Display real-time measured values from:C:\Observer |[\Realtime\FDA_Test. prj

#| R o

Project Display F=os  Window Language Help

D] | @|m| £\ || ]

4 EventfAlarm list | (=] I
Ack | Type | Source | Active Time Clear Time | Walue 13700 100,00 100.00 100,00 100,00
1 System Lagin 10/07/2006 0., 12130 80,00 . 90.00 o0 A 0,00
10560 | 80.00 80,00 8000 5000
4 CommErrar 192 168.0.250  10/407/2006 0 8930 70.00 70,00 roo0 7000
7420 4 |enoo £0.00 §0.00 6000
5850 50.00 s000 5000
4200 40.00 4000 4000
o M I =1 3000 30,00
1140 2000 2000 2000
430 10.00 1000 1000
= | 5 22000 L—Loon 1 lpgag

X ﬁTrend—Pagﬂ

Pagel S‘ﬂpling Rate: 1 Sec Scan bime: 4 ms




Click on Event Icon

to show events full page

isplay real-time measured values from:C:\0bserver |\Realtime\FDA_Test. prj - [EventfAlarm list]
3 roject  Display Paoe  Window Language Help

ol - |eE EoEse B 5 e R a |
IAck | Type | Snur@ | Active Tirne | Clear Time | Walue | Comrment | Il
1 Syster Lagin DAF2006 0.

S‘ﬂpling Rate: 1 5ec Scan bime: 4 ms [

Click on Digital Icon J to show all digital values in dedicated screen

%" Display real-time measured values from:C:\Dbserver |I\Realtime\FDA_Test.prj - [Digital-Page1]
E roject  Display Page ‘Window Language Help

IS‘ﬂpling Rate: 1 Sec |Scan Hme: 4 ms




Click on Bar Icon |1H| to show all Bar graphs in dedicated screen

’*" Display real time measured values from:C:\0bserver |\Realtime\FDA_Test.prj - [Bar Page1]

iu Project Display Page ‘Window Language Help = [ X
o2 B6/e ek R/ [ a QR
700.0 1370.0 100.00 100.00 100.00 100.00
g - 609.0 g F1213.0 g - 90.00 - - 90.00 - - 90.00 - - 90.00
- - 518.0 - - 1056.0 4 - 80.00 g - 80.00 g - 80.00 g - 80.00
g - 427.0 g - 899.0 g - 70.00 - - 70.00 E - 70.00 - - 70.00
4 - 336.0 - - 7420 - - 60.00 . - 60.00 g - 60.00 . - 60.00
4 - 245.0 - - 585.0 g - 50.00 50.00 50.00 g - 50.00
4 - 154.0 - - 428.0 - - 40.00 40.00 40.00 & - 40.00
5
’ 63.0 - F271.0 4 - 30.00 30.00 30.00 g - 30.00
-28.0 - - 114.0 g - 20.00 20.00 20.00 g - 20.00
-119.0 - - -43.0 - - 10.00 10.00 10.00 . - 10.00
-210.0 -200.0 0.00 0.00 0.00 0.00
Alt Ald AlS
Pagel Sg___rg‘pling Rate: 1 Sec Scan kime: 4 ms

Click on Trends Icon |E5| to show all Trends in dedicated screen

’v" Display real-time measured values from:C:\0bserver |I\Realtime\FDA_Test. prj - [Trend-Page1]

%Pro]ect Display “window Language Help x

R ®| R|

Pagel S;ampling Rate: 1 Sec Scan bime: 4 ms




Click on Status Icon to show all Status of DI, DO, AO, Counter, Totalizer in
dedicated screen

splay real-time measured values from:C:\0bserver |I\Realtime\FDA_Test. prj - [Status]

w Project  Display “window Language Help S =B,
R| ER oismieem

No | Name | Value \ (-
1 {t1h] Low

2 D2 Hi

3 Di3 Low

4 D4 Hi

5 Di5 Low

6 DI6 Hi

I 0ot 0ff

8 Doz Off

g Do3 Off

10 0o4 Off

" Dos Off

12 Do6 Off

13 AO1 32.768

4 AO2 -32.768

15 AO3 -32.768

16 Contl 0

17 Cont2 0

18 Cont3 0

19 Contd 0

20 Contd 0

21 Contb 0

22 Tolz1 0.0

23 Tolz2 0.0

24 Tolz3 0.0

23 Tolzd 0.0

26 Tolzh 0.0

27 Tolzb 0.0

28 Tolzi 0.0

29 Tolz8 0.0

30 Tolz9 0.0

3 Tolz10 0.0

32 Tolz11 0.0

33 Tolz12 0.0

34 Tolz13 0.0

35 Tolz14 00

36 Tolz15 0.0 v
Pagel Sampling Rats: 1 Sec Scan bime: 4 ms

| Measured data

s play measured values from historical data o bserver INRealtimelfDA_Test.

Project Display Data Print Page Wiew Search Help

| E s Ow | =af e i £e=2 529 |15 - Close
k NG A3
18 Inst

100.00
90.00— |
£0.00

70.00—|

E0.00—| SRR R R R R A L e

20.00—|EEEEEEs

10.00

0.on

Al (Rearmost)
] A2
L A
4 Ald
\ | Alg
‘v AlG (Forefront)

(B Legend | Seek by Eventialarm |
FPagel Zoom: 4 Sec/Dot Index Time: 12/07/2006 05:32:48 AM




=

Measured data: When real time viewer is running, it also saves data in PC at
C:\Observerll\Real time\Filename* folder in proprietary format which is tamper proof. To

access this data, click on “measured data” icon || New screen will open as shown
above, which looks like similar to historical viewer. All the features available for historical
data like data export to excel files, print, search will be available for this data also. kindly
note that this data is different from historical viewer data imported from recorder.

4.4 Configuration data in real time

|$| Configuration data
It is used to define the configuration of the recorder for Real-Time Viewer. Please note

that the configuration of Real-Time Viewer can be redefined and independent to the
configuration of recorder itself.

&t DisplayfChange configuration data from:C:¥0bserver |I\Realtime\FDA_Test.prj

H bt £8 %, Loe = o | By | Close
5 A | Madify | +4 Delete I

Tag Mame | Bank | ModedP | Tag Type ] Device Type | Aldr | EngHi | EngLo | Limit | Deci... | Alarmi | SP1
[ |1 |15z 1680240 Channelt [ [asszgf8a. (¢ [1 [Ho [ |
A2 1 1921680250 “R18 Channel2 45536 -199.. °C 1 Mo
Al 1 1921680250 “R18 Channel3 45536 -193. % 2 o
Ald 1 1921680250 YR1& Channeld 45536 -199.. % 2 i
AlS 1 1921680250 “R18 Channels 45536 -199.. % 2 Mo
A6 1 1921680250 “R18 Channels 45536 -199.. % 2 Mo
[l 1 1921680250 “R18 ] E5535 0O 0 Mo
D2 1 1921680250 YR18 D2 63535 0O 0 [illa]
[]c] 1 1921680250 “R18 D3 ES535 0O 0 o
Dilg 1 1921680250 “R18 D4 ES535 0O 0 Mo
DS 1 1921680250 “R18 DIs ES535 0 0 o
D& 1 1921680250 YR1& DIE E5535 0O 0 Mo
[nla} 1 1921680250 “R18 (D18 20 0 0 Mo
Dio2 1 1921680250 NR18 D2 20 0 0 Mo
D03 1 1921680250 “R18 D03 20 0 0 Mo
Dod 1 1921680250 WR18 D4 20 0 0 o
Dios 1 1921680250 “R18 Dos 20 0 0 [ila]
DioE 1 1921680250 “R18 DiOE 20 0 0 Mo
A 1 1921680250 “R18 A 32767 32 3 Mo
A2 1 1921680250 YR1& A02 32767 -32.. 3 Mo
A3 1 1921680250 YR18 AD3 2767 -32.. 3 (illa]
Cort1 1 1921680250 NR18 Counter E5535 0O 0 Mo
Cont2 1 1921680250 “R18 Courter2 E5535 O 0 Mo
Cont3 1 1921680250 “R18 Counter3 ES535 0O 0 o
Contd 1 1921680250 “R18 Courterd E5535 0O 0 [ila]
Corts 1 1921680250 “R18 Courters ES535 0 0 o
Conts 1 192165802500 YR1G Counters ES535 0 0 Mo bt
L | >

Double click on any row say channell Al1 in the above spreadsheet to show the
following Modify tag data with email configuration. If auto-update option is selected in
modify tag data as shown in following screen, then all the settings done at the channel
for events will appear here. If it is not selected, then user can configure manually for
different set points in order to generating alarm emails.



Modify tag data

[v Auto-update

Tag Type:
Bank:

Frotocol: Modbus_TCP

X

Tag Mame:

Device Type: Channell

LogSpeed:

IP Address: [152 1660250 LogMethad: | =~
Eventialarm Engineering
Type Setpaint Job1 Joh2 Comment
1] B || | | cnd Email -||Disable High:
2| =l | | Mo action ~||pisable  +| Low:
3| i || | || Mo Action ~||Disanle | Unit;
L) | J| | J|NOActinn leisabIe j Decimal:

o 0K |

X Cancel ‘

Select Send email option for the job as shown above.

The Email on event will be received like this,

Type:HiAlarm

Source:Al1
ActiveTime:12/12/20059:49:59AM
Value:23.8

Option Three options of Share, Email and Communication are to be defined. It is
mainly to set email configuration and real time log speed.

Option
Share  Email lEDmmunicatiDn]

Pleaze fill in the blanksz so the email function can be activated.

SMTP Sermer

Huost: ||:Dmpan_l,l.|:-:um

Part; |25

ser: |Henr_'r'

Address

From : |$ales@cnmpany.cnm

To |$ervice@cumpany.cum

zervicel@company. com

)




Share: Share/do not share options are available for user selection. If share option is
selected, then Observer data available in the computer can be shared from other
computers. On selection of this share data, shared folder will be created in C:\Observer.

For example, you have one recorder and wish to analyze historical data at different
computer. While opening project in the second computer, directly link to the project file
available under C:\Observer through network configuration. This will minimize the data
transfer between recorder and the computers and make it more efficient by using
available resources through network configurations.

Email: The default Port number 25 is used to send email from STMP server. If your
network administrator configured different port in your LAN for accessing internet/email,
then you have to modify the port number accordingly.

To send an email for any event, the procedure is as follows.

Set SMTP server details as below. Please contact system or network administrator for
the server details if your computer is connected in LAN.

Host, Port, User name, From: Sender email address
To: Receiver email address (Max.10 email addresses can be selected)

Communication:

Option E|

Share ] Email  Communication l

Sampling Rate: |15 -
Timeout [0 2| Sec

o OF x Cancel

Sampling rate: It is used to set data display time for Real-Time Viewer. User can select
one from the following for real time monitoring.



Time out: This is time set for generating time out errors related to real time viewer
communication.

For example, if recorder and Observer are located at different places connected through
Ethernet across different gateways, then user can adjust sampling rate and time out
settings to avoid errors in communication. When real time viewer is running, please
observe the following taskbar at the bottom side of the screen.

Pagel Sampling Rate: 1 Sec Scan Lime: 4 ms

Here, scan time should always be less than sampling rate. Other wise, communication
errors will occur. If PC and Recorder is connected by long distance network, then there
might be chances that scan time gets increased. So check this and set sampling rate
more than scan time. Also user can set time out settings to generate communication
failure errors. Maximum time out settings possible is 60 sec.

For example, scan time is adjusted and time out setting = 30 sec. This means, if scan
time is more than sampling rate for more than 30 sec, then communication errors will be
generated.

Comment:

HCO X & ﬁ&.@ 2 | Close

T3 Add | 1] Moiify | Comment |

This is additional feature in PC software version 2.3

In real time viewer, click on configuration data, then click on above Icon by name
Comment as shown above. Then following screen will open.



# Display/Change configuration data from:C:M0bserver INRealtime\FDA_Test. prj

HOXE £5NEH 2 | Close

b odify

Mo | Content

|

[ RN I e I = TN S

i

10

12
13
14
14
16
17
13
19
20
!
22
23

24
5 b
¢ | >

Maximum 50 comments are possible in each project. CMT1 = Comment1, CMT2 =
Comment2..... CMT50 = Comment 50. Each comment can have maximum 60
characters. Once standard comments are defined in a project, then these comments can
be selected for any channel for alarm/event purpose.

Example

Modify tag data @

[~ Auto-update
Tag Type: Tad Mame: |Al1
Bank; Cevice Type: Channell
Protocol: Modbus_TCP LogSpeed: |15 -
IP Address: Loghethod: |Instam j
EventiAlarm Engineeting
Type Setpaint Jaht Jaoh2 Comment
1 |HiHi  ~||100 |Log Alarm v ||ro ction || | High:
z|Hi ~|[0 |Log Alarm || mo setion RIEGE | Low:
3lLe -0 |Log alarm || Mo action -||cwTa | Unit. |*C
4 |LDLD j|30 |L0g Alarmm j|ND Action j - Decimal:
¢ (0]:4 | x Cancel |




i+ Display/Change configuration data from:C:\0bserver INRealtime\FDA_Test.prj |:||E|E|

HOXE £S£NBE4 4 | Close

Mo | Content

Al1 Ternp High High
Al Ternperature high
Al termp Lowr

Al temp Low Low

[

[ Y I o R i Y O R TR N

[T O R R T S T S O U T |
b= OW D DM e Wk = O

o
ot
| <

PN
|l

Alarms, Events display in Real time viewer
% Display real-time measured values from:C:V0bserver IINRealtime\FDA_Test. prj - [EventfAlarm list]

& R

:l Project Display Page ‘Window Language Help

b B 6@ B 8wk

Ack Type Source Active Time Clear Time “alue Camment
1 System Login 07072006 0.
2 [ HiAlarm A1 07072006 0. 07072006 0. 1038 All Termp High High

BANK

ﬁ Bank

Bank: It is to modify the channel for communication between Recorder and

Observer from Real-Time Viewer. Four banks are available. In each bank protocol
options Disable, Modbus_RS232 and Modbus_TCP are available for user selection.
This Bank is used for Real-Time Viewer only, which is different from the Bank used for
recorder itself on Page 60.



# Display/Change configuration data from:C:M0bsernver, IINRealtimelKiln. prj

H Ch X Sa% @ T -+ B Close

T |s TE sank
Pratocal: |h-'1cud|:|us_TCF' j
Ethernet
Port: |502

Default

For Ethernet, Recorder uses port no. 502 for communicating with Observer. If you
change the port number in Observer, you cannot establish communication between
Observer and Recorder. Port no: 502 is used to establish communication between
recorder and Observer software to exchange data on Ethernet over Modbus_TCP
protocol.

4.5 How to add two Recorders in Real time Viewer

Ethernet

IP address of Recorderl: 192.168.0.245
IP address of Recorder2: 192.168.0.246
IP address of PC: 192.168.0.247

1. Install Observerll software in PC
2. Connect 2 nos. paperless recorders and PC via Ethernet
3. Check communication between recorders and PC using Ping command



~ Command Prom pt

Microsoft Windows HP [Version 5.1.26801]
CC» Copyright 1985-2001 Microsoft Corp.

C:»Documents and Settings“userlping 192 _168.8_.245
Pinging 192168 ._08_.245 with 32 bhytes of data:

Reply from
Reply from
Reply from
Reply from

192 168 .8.245: bytes=32 time=2m=s
192.168.8.245: hytez=32 time=1ms
192 168 .8.245: bytes=32 time=1ms
192.168.8.245: hytez=32 time{ims

TTL=12%8
TTL=128
TTL=12%8
TTL=128

Ping statistics for 192.168.8.245:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss),
Approximate round trip times in milli—seconds:

Hinimum = Bms, Maximum = Zms,. Average = 1ms

C:xDocuments and Settings‘auser

4. Configure both the recorders individually from the Configurator. You may give
two different project names for two recorders say Testl and Test2
5. Now, create a new project in Real Time viewer.

- [B]x]

Close

HOX& &\BU 4

Bank: |1 -

v Auto-update

Tag Type: |VR18 -

FProtocal: Modhus_TCP

IP Address
Example192 168.0.111 {reneea Pleaze key in IP here and
then press 1+] button to
IP Ligt: | 192.168.0.245 add it to the P list.

L rmmnns Pleaze zelect one |P fram
IP Ligt and then press |
button to remove it

LogSpeed: Loghethod:

o OF | X Cancel |

6. After saving, you should be able to see digital values, bargraph and trend of
recorderl in your PC.

7. Now add second recorder into the real time viewer. Press “Display” and then
“Configuration data” in the Menu of real time viewer.



sonfiguration data from:C:\0bse

Ack Type Sourc

i ‘System Lagin (] * £\ i
Tag Name ] Bank | NodedP ] Tay Type ] Device Type ] Addr.. ] EngHi 1 Englo | Lnit | Deci... ] Alarml ] SR Q. 50,00
A 1 1921680245 VRIS Channel 45536 199.. "C 1 Mo
12 1 1921680245 VRIS Charineiz 45536 -199.. C 1 Mo 50.00

A3 1 1921680245  VR1G Channel3 4553.6 -199.. °C hlo

Add a tag

v Auto-update

Tag Type: m Tag Mame: 17 0
park [T +] Device Type: Al
Protocol: Modbus_TCP LogSpeed: ,—_]
IP Address: [1921680.245 LogMethod: l—_]

o OK X Cancel I

ToI oo 02 ) o T - e
1921660245 YRS AO2 32967 320

T

1 3 Mo
1 1921680245 VRIS AO3 32787 -320. 3 Mo
1 1821680245 VRIS Counter! 65535 O o o
1 1921680245 VRIS Counter2 BS535 0 o Mo
1 1921680245 VRIS Counter3 635335 0 o o
1 1821680245 VRIS Counterd 65535 O o Mo
1 1821680245 VRIS Cournters o o

8. Click on “Add” button. A new Pop up screen “Add a tag” will appear as shown
above. Now enter IP address of second recorder 192.168.0.246 and then click on

‘OK” button.

#+ Display/Change configuration data from:C:\0bserver I[\Realtime\Test3. prj

HOXE S£NBW = -« = | §g) | Close
75 Add ] ) Moty ‘ 5 Delete ]
Tag hlame J Bank | ModedP ] Tag Tvpe ] Device Tvpe l Addr. . 1 EngHi | EnglLo I Linit | Deci... l Alarmi l SP1 A
Tolz5 1 1921650245 YR1S Totalizers 4284 .. 00 1 Mo
Tolz& 1 1921680245 YR18 Totalizets 4284 .. 00 1 Mo
Tolz7 1 19216680245 YR18 Totalizer? 4284 . 00 1 Mo
Tolz5 1 1921660245 YR1S Totalizers 4284 .. 00 1 Mo
Tolz8 1 1921650245 VR1S8 Totalizera 4254 . 00 1 Mo
Tolz10 1 1921660245 YR138 Totalizer10 4284 . 00 1 Mo
Talz11 1 1921680245 VR1S Totalizer11 4284, 00 1 Mo
Tolz12 1 1921660243 VR1G Totalizer!2 4284, 00 1 Mo
Tolz13 1 1921650245 YRS Totalizer13 4284, 00 1 Mo
Tolz14 1 1921680245 YR18 Totalizer! 4 4254 .. 00 1 Mo
Tolz15 1 19216680245 YR18 Totalizer1s 4284 . 00 1 Mo
Tolz16 1 1921660245 VR1S Totalizer16 4284 . 00 1 Mo
Tolz17 1 1921650245 VR1S8 Totalizer! 7 4254 . 00 1 Mo
Tolz1d 1 1921650245 YR1S Totalizer1s 4284 . 00 1 Mo
[T 2 1 1921680246 VR1S Channel1 45536 -199.. "C 1 Mo
22 1 19216680246 YR18 Channel2 45536 -199.. "C 1 Mo
52 1 1921650246 YR1S Channel3 45536 -199.. °C 1 Mo
W42 1 1921650246 YR18 Chanreld 45536 -199.. % 2 Mo
W52 1 1921660246 YR1S5 Channels 45556 -199.. % 2 Mo
WG _2 1 1921680246 YR18 Channels 455356 -199.. % 2 Mo
L1 _2 1 1921660246 VR1G )| 62533 0 1] Mo
Dz _2 1 1921650246 YR1S D2 65535 0 ] Mo
D3 _2 1 1921680246 VR1S D3 B5535 0 1] Mo
Dil4_2 1 19216680246 YR18 D4 B5535 0 1] Mo
Dis_2 1 WR1S D5 5535 0 0 Mo
DiE_2 1 WR1S DG 5535 0 1] Mo
Do 2 1 WR1G (8la)] 20 0 1] Mo ¥
< ' *
= Tags from Recorder2



9. All the tags from second recorder now gets added into the data base as shown
above. AI1 2 means, it is analog inputl from second paperless recorder. Now
click on “Save”.

10. Real time viewer in Observer II software support 1024 tags in total. There are 200

display pages are available.

b Erm et TRE s taXT;

o
Ack Type Soure ID. 100.00
1 System Lagin 90.00
2 CommEror  192.1 = |
8 Auto Display e
70.00
Pagel
1 |2 |3 |& |5 |8 |z |8 |g |w |n |1z |13 4] =000
50.00
40.00
Maode: |Enable ¥ 2000
20.00
Direction: |Horz j Background; |Black j 10.00
Recorder1 tag
Pen ;
Mo Channel Calar Width Loy High M5
1 jan || [ e =t || fz000 [1370.0
2 e [ Green o 1) O P [1000.0
3 i:i ([ cyan i || | R (10000
Al
4 |lng || Red 2 | A ) [100.00
All_2 ~ =
| A ||| Magenta =t =ljooo ([100.00
Bo||aB \;\‘\Q"ellnw =l /oo [100.00
: i Recorder2 tag

11. In the real time viewer, press on Display icon as shown above and configure
display settings as per your requirement. As you can see in above Fig. tags from
both recorder1 and recorder2 now available for you for selection.

4.6 DDE link

Dynamic Data Exchange (DDE) is a standard inter-application communication protocol
built into Microsoft Windows operating systems and supported by many applications that
run under Windows. DDE takes data from one application and gives it to another
application. It allows Windows programs that support DDE to exchange data between
themselves.

Data from the Observer software can be exchanged with Excel on DDE link.

Please note that it is not possible to exchange data directly from the recorder to third
party applications like Excel. Once Observer Il software is installed with real timer viewer
and configured properly in PC, then it is possible to exchange data between Observer
software and Excel using DDE link.

Open real time viewer from start — programs — Observer || — Real-time viewer

Project — create DDE link in excel



%" Display real-time measured values from:C:\0bserver [I\RealtimeKiln. prj

Project Display  Page ‘Window Language  Help

Ej. e
= Cpen
1 Close

Recent

Create DDE link

B it

Active Time Clear Tirme “Yalue

11/29/2005 3.

Specify the path and file name as follows.

Save As

Save in: @‘ Deskiop

IDMy Documenks

vj My Cornputer
W dry Metwork Places
I Observer 11

File name:

Save as ype: | excel filel” cav) | Cancel |

By default the file name will start with DDE and the project name with underscore in
between to avoid confusion in naming the file. Save the file name in PC at selected path
as above to proceed further.

For example, if desk top is selected in the path, then the file should be available in the
desk top. Please check up the desk top for the excel file. If the MS Office is not installed
in the PC, then you cannot open the excel file created as above procedure. Please
contact your system administrator to install MS office software in the PC. Now try to
open the file from the desk top created for using DDE application with the recorder
through Observer software.

Microsoft Excel

AN

This warkbook contains links ko ather data sources,

« If wou update the links, Excel will atkempk bo retrieve the latest data.
« If vou don't update the links, Excel will use the previous information,

Mote that data links can be used to access and share confidential information without vour permission and possibly

perform other harmful actions, Do not update the links if vou do not trust the source of this workbook,

[ pdate l [ Daon't Update ] [ Help ]

Click on update to activate DDE between Observer software and Excel application. If the
DDE is successful, then real time data of the pens should be updated in excel file as
shown in sample screen.

DDE expression format to get real time data from the Observer software is as follows.

x]




=RealTime_Viewer|TagService!_TagN
Where N=1,2,3.....

Application = RealTime_Viewer

Topic = Tag Service

Tag name = _Tag1 (Please observe underscore before the tag number)

It is possible to exchange data related to Al, DI, DO, Counters and Totalizers between
Observer software and third party applications running under windows operating
systems via DDE.

Note: From Observer Version 2.22, Tag name format for DDE is changed.
Example: Actual tag name in the Recorder configuration, For Analog input1: Al1
Till Version VV2.21, DDE tag format is as follows
=RealTime_Viewer|TagService!_Al1

Tag name appears as it is in the DDE format also.

From Version V2.22, DDE tag format is as follows
=RealTime_Viewer|TagService!_Tag1 ‘For Analog input 1’
=RealTime_Viewer|TagService!_Tag2 ‘ For Analog input 2’

Original tag name is substituted with default Tag number.

Procedure to find the tag number for the tag name to use in DDE applications

Create DDE link from Real time viewer.

Open Excel file.

Three columns appear in the excel file as Name, Unit and Value as shown in the Excel
file.

Name: This is tag name actually defined in the Recorder configuration
Unit: This is unit for the tag name defined in the Recorder configuration
Value: This is the specific cell where, process value for the tag will appear in real time.

To find the DDE format for any tag defined at the recorder, for a specific tag, double click
at Value for the corresponding tag defined at Name. For ex: For Name= Al1 is at R2C1,
double click at cell R2C3 to see DDE format for tag Al1. Click on Esc button at the key
board to see process value at the cell from displaying DDE format.



B3 Microsoft Excel - DDE_Kiln
Type & qus For bl

Eﬂ file Edit Wew Insert Format Tools Data  Window Help

RN RETIE NN N e e )

]g : Atigl
Al - A Marme

A | 8 [ ¢ [ b [ E [ F [ &6 [ H [ 1 [ J [ kK [ L [ W [ N ]

Narme Nt Yalue

Al o EIR]
Al2 °C ERROR
Al o ERROR

| 17 |Cantl
18 | Cont2
19 |Cont3
20 |Contd
21 |Conta
22 |Conth
23 |Tolz1
24 |Tolz2
25 |Tolz3
26 [Talz4
27 |Talzh
28 |Tolzb
29 |Tolz7
30 |Tolz8
31 |Tolz9
32 [Tolz10
| 33 |Tolz11
34 [Taolz12
35 [Taolz13
36 [Tolz14

AT AT l—d s Tt ( 1] L - - -
W+ » n[\DDE_Kin / <
Read

foooooooooooooooooooooooooooDooooo
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If any “Error” test appears in any cell at excel, possible reasons is no data available at
selected tag. Check the data availability at the recorder and Real time viewer for specific
tag.

If any “NAME” text appears in the excel file, it indicates that particular tag is not
configured properly. Tag name may not available at Observer software. If this happens,
check the valid tag names at Observer software at the following link

Real time viewer - Display — configuration data

Note: If Excel file is not opening from the selected path, then check the following
1. RAM size in the PC is very less. Restart the computer and then
create the DDE link once again and open the Excel file.
2. Increase virtual memory in the PC. Please contact system
administrator to check the virtual memory settings at the PC.
My computer-properties-advanced-performance settings —advanced-
virtual memory.

4.6.1 DDE with third party applications

Once the data is available at Excel at particular cell, then data can be exchanged with
the third party applications like PLC, SCADA, and Visual Basic etc. If data is to be
exchanged with PLC, then PLC programmer can write Visual basic macro in Excel from
the following link

Excel — Tools — macro



For the source code examples, PLC programmer may check the PLC manuals for DDE
sample macros. It is also possible to exchange data from recorder to SCADA
applications through DDE.

4.6.1.1 Example 1

DDE link between Allen-Bradley SLC 5/03 PLC and Excel

Task: Write a block of data (10 floating points) from Excel to PLC.
Name of the Excel file = Reports. XLS

Data Source: D 37 to D 46, data in total 10 cells

Target= PLC, Starting address= F8

User RSLinx to configure PLC and DDE link
DDE topic name in RSLinx= DDE_REPORTS

Sub Block_Write()
'open dde link: testsol=DDE Topic This is comment only
RSIchan = DDElnitiate("RSLinx", "DDE_REPORTS")
'write data thru channel This is comment only
DDEPoke RSlichan, "F8:2,L10", Range("[Reports.XLS]sheet1!D37:D46")
'close dde link This is comment only
DDETerminate (RSIchan)

End Sub

4.6.1.2 Example 2

DDE link between Allen-Bradley SLC 5/03 PLC and Excel
Task: Read a block of data (5 integers) from PLC to excel
Name of the Excel file = Reports. XLS

Data Source: PLC, Starting address= N7:30

Target cells in Excel= A7 to A11

User RSLinx to configure PLC and DDE link
DDE topic name in RSLinx= DDE_REPORTS

Sub Block_Read()

‘'open dde link: testsol=DDE Topic This is comment only
RSIchan = DDEInitiate("RSLinx", "DDE_REPORTS")

'get data and store in data variable This is comment only
data = DDERequest(RSIchan, "N7:30,L5,C1")

'Paste data into selected range This is comment only



Range("[Reports. XLS]Sheet1!A7:A11").Value = data
'close dde link This is comment only

DDETerminate (RSIchan)

End Sub

4.6.1.3 Example 3

DDE between Observer software and SCADA (Allen-Bradley RSVIEW32)

When the Real time viewer in Observer Il is working well in PC, then the tag data from
Observer software will be available in the expression format as follows

=RealTime_Viewer|TagService!_Tag1
Application = RealTime_Viewer
Topic = Tag Service
Tag name = _Tag1 (Please observe underscore before the tag number)
The above tag information can be directly configured in SCADA to enable DDE between
Observer software and RSVIEW 32 SCADA. There is no need to configure any thing at
RSLinx.
Procedure for configuration
1) Open SCADA project
2) System — Node — Select DDE server as data source
3) Name =VR18 (No gaps)
4) Application = RealTime_Viewer
5) Topic = Tag Service
6) Check enable in the box. (This node should be selected)
7) Now open the data base
8) Create analog tag with all the details similar to the tag at the recorder.
9) Select VR18 at the NODE
10) Write the tag address. For ex: analog input 1, Al1 should be written as _Tag1.
Please check up excel file for the tag number corresponding to the tag name
defined in the Recorder configuration. Please note that underscore is

required before the tag number other wise, data will not be exchanged.

11) Now open the tag monitor and configure for the above tag for checking of
DDE with the tag.

If DDE is configured properly, then tag value should appear correctly at the tag monitor
with state as “VALID”. If any error message is available, then you have to repeat from
step 1. Please note that before checking tag monitor, real time viewer in PC should be in
running condition.



4.6.1.4 NET DDE

DDE
Server Clientl Client2 Clientn
j um: S ;_. -.-_': ..um: Sk -.;_. -.-. .um: S ;_.j-.-_w: Tl'nl:.‘.-‘n.- 5

NET DDE

This is useful when Real time viewer is running in one computer and other computers in
local area network (LAN) want to exchange real time data with third party software via
DDE.

NetDDE is standard built in utility available in windows operating systems. NetDDE
allows windows based client applications like Excel and DDE server applications
communicate over a network just as if two applications running in same computer.

Procedure for configuration of NetDDE
1. Create user account in server PC with Administrator privileges. Real time viewer
shall be running in this computer. Create DDE link from real time viewer and

open Excel file in this computer for testing purpose.

2. Create user account with Administrator privileges in the client computer where
you need real time viewer data via DDE.

3. Inthe server PC, Click on Start- Run — ddeshare. Then the following screen will
be opened.

T DDE Share on WDESIGN2 M=

Shares Help

Click on Shares — DDE Shares as follows

@ DDE Share on WDESIGN2 =13

Trusted Shares. ..
Select Computer, ..

Exik




DDE shares screen will appear as follows

DDE Shares

DOE Shares:

Chat$
CLPEES
Heartz$

OF.

Cancel

Add a Share. .

Properties. ..

Delete Share

Trugt Share...

FUEE -

Click on “Add a Share”, then enter the details as follows

DDE Share Properties

K

Share Mame: |F|E.-'-‘-.LTIr---1E_‘a-‘lER-M-’EHIx

Application M ame

Old Style: |F|E.-'-‘-.LTIME_VIEWEH

Mew Style: |HE:‘-‘~LTIME_\-‘IEWEH

Static: |HE.-'-‘-.LTIME_VIEWEFE

[ iz service

[tem S ecurity

* Grant access bo all items

(" Grant access only to these tems:

v Allowy start application

T opic M ame

[Usze * to indicate all topics |

aK |

[tem: |

Cancel

Permizsions. ..
Help

Click on “Permissions™ and the following screen will appear




%)

DDE Share Mame Permissions

DDE Share Mame:  REALTIME _WIEWER(®

Dwner: uzer [uzer]

M arne:
ﬁg:; Everpane d and Link.
ﬁ uzer [user] Full Control
Type of Access: |Heau:| and Link, ﬂ

k. | Canicel | Add... | Remove | Help |

Give “Full Control” to Everyone. Also add Administrator account and give “Full
Control”, then the above screen will appear as follows.

DDE Share Mame Permissions ['5_(|

DDE Share Mame: REALTIME_WIEWER[

Owner: uzer [user]

Mame:

ii' Admiriztrators Full Cantral
@ Everyone Full Caribral
ﬁ Lzer [uzer] Full Cantral

Type of Access: | (E N

k., | Cancel | Add... Remove Help

Press OK twice to go back to DDE shares screen. You can Observer
“REALTIME VIEWERJ* in the DDE share list as follows. Please note that |* symbol
is important after REALTIME VIEWER. Other wise, NetDDE will not work.



DDE Shares

X

DOE Shares:

Chat$ Ok
CLPEKS

REALTIME VIEWER[®
~—

Cancel

Add a Share...
Properties. ..

Delete Share

Trust Share... >

In above DDE Shares screen, select “REALTIME _VIEWER|* , Click on “Trust
Share” and configure as per following screen

s e

X

Trusted Share Properties

Share Mame:

IHEJE«LTIME_\IIEWEHI"

Cancel

di

¥ Start Application Enable

WV Initiate to Application Enable et

[ Crmd Show Overide, with

I— Walle

Press “OK” twice and minimize the following screen

T DDE Share on WDESIGN2 M=k

Shares  Help




4. Now In Server PC, my computer, right click and click on “Manage” as follows.

Open
Explore
Search...

Map Metwark Drive, ..
Disconnect Mebwork Drive, .

Create Sharkouk
Delete
Rename

Properties

2 Computer Management

+

|

2 @

jputer Management (Local)
Jyskem Tools

+ Event Viewer

+ Shared Folders
+ Local Users and Groups
T

A4 Performance Logs and &lerts
E Device Manager
@ Skorage
+ Removable Skorage
Digk. Defragmenter
Disk Managernent
@ Services and Applications

Q File Ackion  Yiew ‘Window Help

B=1E3

=181 %]
Mame
@S‘y‘stem Tools
@Storage
@Services and Applications
< | =

In computer management, permission should be given to the client PC to access the
data from the server PC. Go to Local users and Groups and add client user name with
passwords. Once the detailed are filled, then click on “Create” to create user. For ex:
Userl0.




IJzer name: |L|ser1 0 |

Full name: | Uzer1 |
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The client user For ex: User10 should be grouped into administrator in Server PC.
The procedure is as follows. Click on Groups, then Administrators.
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Click on “Add” in Administrators properties screen. Then select users. In this case,
click on “Advanced” button and click on “Find now”, then select User10.
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Select thiz object tupe:
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Once above steps are performed correctly, then check up the user10 membership
properties. The screen should look like follows. Now user10 should be member of
“Administrators”.



User10 Properties @ r5_<|

[ Add.. J[ Remowve ]

[ Ok ][ Cancel ] Apply

Now restart NetDDE service once as follows
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5. NetDDE can be configured as “Automatic” such that, when even computer starts,
NetDDE service can be started automatically. Please contact “System
administrator” to start NetDDE at server startup.

6. Now Log in as User10 in the client PC, open Excel and then type the command
in the following format

=\\Server Station Name\DDE Share name|Topic name!Tag number
For ex:
=\\Design2\REALTIME VIEWER|TagService! Tagl

For the first time, when you enter above formula in Excel cell, the cell shows as
#NA. Press enter, client will try to access data from server via DDE. If no response is
observed, you can enter the formula once again and press enter. After few seconds,
client PC should show the real time value obtained from server via DDE. If you have
some problems in obtaining the data, try to restart NetDDE service manually in server
and client and restart the computer once if required.



5.0 Frequently asked questions

Q1: What is the maximum scale low and scale high values we can set in the
recorder for the analog inputs and outputs?

A1: The minimum low scales of analog input are various -19999, - 1999.9, - 199.99, -
19.999, -1.9999, -0.19999 depending on the position of the decimal point

The maximum high scales of analog input are various 45536, 4553.6, 455.36,
45,536, 4.5536, and 0.45536 depending on the position of the decimal point

The minimum low scales of Math input are various -32768, -3276.8, -327.68, -
32.768, -3.2768, -0.32768 depending on the position of the decimal point

The maximum high scales of Math input are various 32767, 3276.7, 327.67, 32.767,
3.2767, 0.32767 depending on the position of the decimal point

Q2: What is the maximum distance between PC and Recorder for Ethernet
communication?

A2: The distance is limited in 100 meters. If it is farer than that, then you can use Hub
or networking bridge to strengthen the signal.

Q3: What is the maximum distance if PC is accessing data from recorder on
wireless network through Ethernet protocol?

A3: Maximum distance should be within 30 meters. Also make sure that there are no
obstacles/ HT cables between PC and recorder to avoid communication errors.
Also Noise could effect the wireless communication at the factory floor.

Q4: Is there any battery available inside the recorder which needs to be changed
frequently?

A4: The lithium battery Toshiba CR2032 3.0V/220mAH can last for many years. It can
be replaced by local sourcing if Real Time Clock is not working properly.

Q5: What is the accuracy of Real Time Clock in the recorder?

A5: The crystal oscillator used in recorder could have a lag time in a few seconds each
week. Press Synchronization button in PC software Observer Il to synchronize the
time between PC and the recorder. The temperature inside the housing has an
effect on accuracy of Real Time Clock of crystal oscillator.

Temperature range Time lag per month
10~40°C 18 sec.

0 or50°C 52 sec.
-100or60 °C 107 sec.

Q6: What kind of security is available in recorder?

AB: There are two kinds of security. The normal security offers a common password.
The high security with FDA 21 CFR part 11 compliance is available from version



2.2 on both recorder and PC software Observer. It supports maximum 30 users
with different passwords. The supervisor level authorization has the right to define
other supervisors and operators. The supervisor can change configuration, save
and clear data but not operators. Operators can only view the historical data,
events and status.

Q7: What is Boot Rom? Anything related to Math option? Is it possible to upgrade
it into new version via internet or CF card?

A7: Boot ROM is a chip available in recorder that contains boot loader information. The
Boot ROM BT181 has no option. The Boot ROM BT182 has options of Math,
Counter, Totalizer & FDA 21 CFR part 11 compliance. It is required to remove
BT181 away and install BT182 on the socket when those options are needed. It is
not possible to upgrade it into new version via internet or CF card.

Q8: How does it upgrade into the new version of recorder system and PC
software?

A8: If necessary, contact your supplier about the latest updates. The supplier is able to
supply the latest version of recorder system and PC software via email or FTP ( file
transfer protocol ) for easy download through internet. Follow the procedure to
update it into the new version of recorder system. Install the new version of
Observer software. It shall automatically uninstall the old one.

Q9: If it needs to upgrade the recorder system, what do we have to take care?

A9: Any recorder system before V 1.20, it is mandatory to update first to V 1.20 and then
to the latest version i.e. it needs to upgrade twice. Direct update to the latest
version could damage the DOC.

Q10: What are the differences between Observer | & Observer Il PC software?

A10: Observer | is supplied for free. Observer Il is supplied at additional cost. Observer |
is used for recorder configuration from PC and also it is used for reading historical
data in PC at set time period of 1 to 24 hours. Observer Il is used for real time
data monitoring in PC along with configuration and historical data view.

Q11: How many Al, AO, DI, DO cards, and 24VDC auxiliary power card can be
inserted into the recorder?
A11: Maximum 6 cards in any combination can be inserted into rear Slots.

Q12: What are those larger capacities of compact flash cards supported by the
recorder and recommended manufacturer?

A12: If the user prefers to use larger capacities CF card we usually recommend 256MB
or 1GB. To be fully compatible, we only recommend one brand Scandisk CF
card

Q13: What is the product warranty period? How user should handle the defective
recorder?

A13: ltis 18 months after shipping from factory. Contact your supplier once if it
becomes defective.



Q14: How does the agent handle the defective recorder? What is the lead time for
the repairs?

A14:To be cost effective, the agent is requested to verify and return the defective board
according to the trouble shooting flow chart in the user manual. If it is difficult to
verify the defective board, then the whole unit may be returned to the factory for
repairing. The repairing is at no charge if it is within warranty period of time. It will
be charged at reasonable cost, if it out of warranty. The lead time will be 3 weeks
after receiving the defective items by the factory.

Q15: What is the procedure to transfer data from the internal memory to CF card
after the internal memory is full?

A15: After 8MB internal memory is full, the earliest data and events will be saved into CF
card in small batch automatically, details in 2.7.2, data transfer.

Q16: Is Alarm banner available in the recorder along with customized message
display?

A16: Alarm banner is unavailable for customized message display. The alarm banner
appears after alarms or events occurred, or the internal memory or CF card is
running shortage. A buzzer can be set to activate if any alarms/events arise.

Q17: How many analog and math channels available and is it possible to
retransmit these channels?

A17: Maximum18 analog inputs plus 18 math inputs are available in one recorder. It is
possible to retransmit the analog and math channels by using 3-channel current
output card AO183I or 3-channel voltage output card AO183V.

Q18: Is the recorder supplied with OPC server?

A18: The OPC server is not available with the present recorder but the next generation.
However Observer Il PC software does offer DDE solution to allow data
transferred to other devices like PLC, SCADA etc. Please review a few examples
in 4.3.1 DDE dynamic data exchange.

Q19: Which protocols and hardware interface recorder supports?

A19: For RS-232, RS-422, RS-485 communication, the protocol is Modbus RTU. For
Ethernet communication, the protocol is TCP/IP.

Q20: How many recorders can be connected in a network?

A20: It depends on hardware interface selected. If it is Ethernet communication,
maximum, 255 devices can be connected in the network, each device in unique
IP address. If it is RS 485 communication, 247 units can be connected in the
network then.

Q21: How many recorders can be viewed in the Real-time Viewer of PC software
Observer 11?



A21: Maximum 1024 tags can be viewed from the Real-time Viewer. These tags cover
Al, Math, DI, DO, Counter and Totalizer, excluding AO. If each recorder is used
with 6 tags in average, then the Real-time Viewer can view maximum 170 units of
recorders.

Q22: Once the user forgot the password, is there a common password? If not,
how to reset recorder to the factory settings?

A22: There is no common password for this purpose. It needs to do RESET procedure
to recall the factory settings. Press and hold the top left key before turn on the
power. Do not release it until you hear two "Bl " sounds. Turn the power off and
on again. All factory settings will be restored. Please note that, after this
procedure, all project configuration data will erase. You have to configure the
recorder like the beginning once again.

Q23: To change the analog input, what is the next step after changing the dip
switches and jumpers on the analog input card?

A23: It needs to press the icon of Observer software to receive configuration about
modified input from the recorder to PC first. Modify the configuration if necessary,
and then send the new configuration back to the recorder.

Q24: Which type of Ethernet cable should be used to connect with the recorder?

A24: Straight through cable should be used for the real network connection between
HUB and recorder. Cross through cable should be used for the non-real network
connection, only between PC and recorder.

Q25: How many days the data can be stored in CF card?

A25: It depends on the number of channels, the log speed of channels, and the memory

of CF card. If the recorder is used with 6-channel inputs, an easy chart to show the
maximum days CF can store the data.

CF card 32MB 256MB 1GB
Log speed
1 second 30 days 240 days 960 days
10 seconds 300 days 2400 days 9600 days
120 seconds 3600 days 28800 days 115200 days

Q26: Is it possible to display all the selected channels in one page on recorder?
A26: Yes, press Page key to get to Page all mode. Then, all selected channels in
digits can be displayed in one page.

Q27: Is it possible to print out the data in selected time from the recorder?

A27: Please note that it is not possible to connect printer directly to the recorder. It is

possible to print out the data in selected time from the Observer software. The
printing data in Excel is available from the Historical Viewer of Observer software.



Q28:

A28:

Q29:

A29:

Q30:

If any error appears like floating point error when user attempts to print data out,
then the reason might be that data is not available for selected pens. Search it by a
specific time or by a period of time, make sure that data is shown on the trend.
Select the pen correctly, and then proceed the printing.

How many timers, counters and totalizers are available in a recorder?
6 counters, 6 timers and 18 totalizers are available in one recorder if this option
been ordered.

Can | use digital inputs for the counting application?
Recorder can detect maximum of 30 pulses/Minute at a frequency of 0.5 Hz. The
possible alternative is usage of pulse to current 4-20 mA converter available in the

market.

When the user is trying to open Observer software, he might get the
following message, what is the next move?

REALTIME_VIEWER.exe

REALTIME_VIEWER_ exe has encountered a problem and
needs to close. We are sorry for the inconyenience.

[f oy were in the middle of zomething, the information you were warking on
might be lost,

Cloze

A30: If Observer software file was corrupted in the PC, possible reasons might be virus,

Q31:

installation of new software which is incompatible with your operating system. The
solution is to uninstall the old Observer software as per procedure given in section
1.4 of this software guide. Then, install the new Observer software from CD
supplied. If the problem still can't be solved, then uninstall the old Observer
software and create a back up for the historical and real-time folders under
C:/Observer and remove Observer folder from C: Then install the new Observer
software again.

How to write Observer data and configurations back up to CD’s?

A31: Data will be available at .dat,idx files and .Ist files at the path C:/Observer. The files

Q32:

A32:

will be available under historical and realtime folders. Configuration file name is
Recorder.cfg. You can create a folder and save all historical and real time folders
in to back up folder, and then you can write this information to CD.

If | have some configuration problems, which files | have that to send to the
supplier?

Both Recorder.cfg. and 10.dat. files in C:/Observer/Historical are required under
this case.



Q33: Does the recorder have an option to supply DC power supply to the
transmitters?

A33: The 24VDC auxiliary power supply card AP181 can offer the power to 6 pieces of
transmitters.

Q34: | am trying to connect recorder on RS 232/RS422/RS485/Ethernet but |
couldn’t set up the communication properly.

A34: Please refer detailed information to Observer | & Observer || PC software guide,
2.3.1 Ethernet Configuration & 2.3.2 RS 232, RS485, RS422 Configuration, 2.3.3
CF card configuration.

Q35: When export data to Excel CSV files, what if the historical data is not
appearing in spread sheet?

A35: Make sure that the selected pens are available at destination list. If they are
available at source list, then move them to destination list, and then you can

export data. Also make sure that data is available at the selected period or
interval time. Otherwise, you may not see anything in the target Excel sheet.

Q36: | want to count pulses to measure power consumption in KWH. Each pulse is
one KWH. Can | use Math application for this?

A36: Yes, use DI and configure Events of Channel as follows
Event Type = High, Job 1 = Increase Counter, Target = Counter 1
But please note that maximum value counter can store is 65535.
Please note that recorder can detect maximum of 30 pulses/Minute at a
frequency of 0.5 Hz. The better possible solution is to use an external converter
for the application. The standard pulses to 4-20mA converters are available in

the market where you can set pulse width and duration between pulses.

Q37: | am getting the following message in Real time viewer. What to do next?

x

Q Access violation at address Q0448F56 in module 'REALTIME _MIEMWER..exe'. Write of address 00000040,

A37: Tag name may have special characters like “.”, “”, “”, “+”, “-“etc. Correct the tag
name and try once again. If you are using Observer 2.22 or later, it is possible to input
above special characters for the tag name. You can update firmware and PC software to
V2.22 and above to avoid above error message.

Q38: | updated Observer software and Recorder firmware to V 2.22 or above, DDE
is not working properly with third party applications.

A38: From Observer 2.22 and later, DDE format changed. Please refer section 4.4 for
more information on changing DDE format at the Tag name.



Q39: | want to exchange data available from real time viewer with third party
applications in other computers in the same local area network, is there any
solution??

A39: Real time viewer supports DDE application. It is possible to configure NetDDE and
then exchange data from real time viewer to other computers connected in the
network via DDE. Please refer section 4.4.1.4 NetDDE for configuration details.

Q40: In Observer software, i am getting following Error and how to solve it
application_executable_name - Illegal System DLL Relocation

The system DLL user32.dll was relocated in memory. The application
will not run properly. The relocation occurred because the DLL
C:\Windows\System32\Hhctrl.ocx occupied an address range
reserved for Windows system DLLs. The vendor supplying the DLL
should be contacted for a new DLL

Reason: It is a bug from the Microsoft security update.

This problem is because of Installation of security update 925902 & 928843 directly from
Microsoft via automatic updates set option in the PC.

Solution: Install 935448 security update from Microsoft to fix this problem. Please
check the following url once and install security update

http://support.microsoft.com:80/kb/935448/en-us

Alternatively, you can manually run windows update once to fix the issue



